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Phishing scam (Itra dao mao danh qua mang)
la gi?
C6 rat nhiéu tro phishing scam (Itra d3o mao danh qua mang).

Phishing (tAn cdng gid mao) 1a khi ké Itra dao gid mao mét ai do, chadng han nhw mét nguoi hodc
mot cong ty dang tin cay.

Nhwng tai sao ching lai dwgc goi la phishing scam (Itra ddo mao danh qua mang)?

Gibng nhu viéc dung mdi dé bat c4, ké Itra ddo sé du quy vi vao trong dé lay thong tin cA nhan cla
quy Vi.

Phishing scam (Ilra ddo mao danh qua mang) c6 thé gia danh chung t6i noi rang quy vi da diéu
kién dwoc hoan lai tién hodc tai khodn ctia quy vi c6 van dé clung véi dwong lién két dén mét trang
mang gia mao.

Mot tha thuat ma ching thich sir dung la tao mét trang mang dang nhap myGov gia mao.

Nhirng ké Itra dao lam cho cac trang mang myGov gia mao nay trong gidng that bang cach sao
chép tén, logo va mau sac cla ching t6i, do do rat kho dé phat hién ra sw khac biét.

Néu quy vi nhap vao duong lién két va cung cép thong tin nhw thong tin dang nhap myGov, ké liva
dao c6 thé stir dung thdng tin cia quy vi dé dang nhap vao tai khoan myGov thyc cua quy vi va
truy cap cac dich vu duoc lién két.

Sau do, chung co6 thé& yéu cau chinh pht chi trd cac khodn thanh toan dwéi tén quy vi hodc danh
cap cac khoan thanh toan ma quy vi dang dwgc nhan.

DPay dwoc goi la hanh vi trém cép danh tinh.

Dé biét thém théng tin hay truy cap servicesaustralia.gov.au/scams
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What is a phishing scam?
There are a lot of phishing scams around.

Phishing is when a scammer pretends to be someone they're not, like a trusted person or
company.

But why are they called phishing scams?

Just like using bait to catch a fish, scammers lure you in so they can catch your personal
information.

Phishing scams that pretend to be us might say you're eligible for a refund or there's a problem
with your account with a link to a fake website.

One trick they like to use is to make a fake myGov sign in website.

Scammers make these fake myGov websites look real by copying our name, logo and colours, so
it can be hard to spot the difference.

If you click on the link and provide your information like your myGov sign in details, the scammer
can use your details to sign into your real myGovaccount and access your linked services.

Then they can claim government payments in your name or steal payments you were meant to get.
This is called identity theft.

For more information go to servicesaustralia.gov.au/scams
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