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[bookmark: _Toc238547521]1     Introduction 

Services Australia Root Certification Authority and Organisation Certification Authority Certificate, Certificate Policy (Services Australia RCA and OCA CP) is written in accordance with RFC3647 ‘Internet X.509 Public Key Infrastructure – Certificate Policy and Certification Practices Framework’ and outlines the rules applying to and scope of use of Healthcare Network Public Key Infrastructure (Healthcare Network PKI) certificates. 
1.1 [bookmark: _Toc238547522]Background
 
In general, a Public Key Infrastructure (PKI) consists of a hierarchy of Trusted Elements and 
Subscribers. In the Healthcare Network PKI, the hierarchy of trusted elements comprises the Services Australia Root Certification Authority (Services Australia RCA), Organisation Certification Authorities (OCAs) (e.g. the Services Australia OCA) and End User-Subscribers.  

The Healthcare Network PKI is designed and operated to comply with the broad strategic direction of existing international standards for the establishment and operations of a PKI. 
The Healthcare Network PKI supports the creation and use of key pairs and of public key certificates. Key pairs and public key certificates are used in the provision of Healthcare Network PKI certificate services that include but are not limited to: 
· Authentication services (authentication, integrity and non-repudiation), 
· Confidentiality services. 
1.2 [bookmark: _Toc238547523]Document name and identification 
[bookmark: _Toc238547524]1.2.1 Services Australia RCA and OCA CP identification 
Specified elements under the Healthcare Network PKI have been assigned an X.500 Object Identifier 
(OID).  The authority for issuing an OID is the Services Australia Policy Management Authority (Services Australia PMA). 

Certificates issued under this CP shall bear the policy OID: 1.2.36.174030967.1.2.2.1 

The Services Australia RCA CPS is published at servicesaustralia.gov.au 
[bookmark: _Toc238547525]1.2.2 Common elements 
This Services Australia RCA and OCA CP sets out the functions and obligations of PKI participants in the 
Healthcare Network PKI. The Services Australia Root Certification Authority Certification Practice Statement (Services Australia RCA CPS) and the Services Australia Organisation Certification Authority Certification Practice Statement (Services Australia OCA CPS) covers the common practices and procedures that apply to the entire Healthcare Network PKI Hierarchies operated by Services Australia.  

These common elements include: 

· The use of Evaluated Products for any of the security-critical cryptographic operations. 
· The separation of registration and certification operations, with Certification Authority (CA) operations and registration operations generally being performed on a remote site managed and operated by the Services Australia Registration Authority (RA) or a third party.
· The application of tiered security comprising prevention, detection and considered response. 
· The employment of trustworthy personnel who have been vetted. 
· The application of rigorous change control processes to ensure no change is introduced without due consideration of all its possible security impacts, and 
· The institution of a continuous cycle of internal and external audits to ensure a high level of operational integrity is always maintained. 
· Services Australia certificate issuance process, including emergency issuance and certificate management policies and procedures.

[bookmark: _Toc238547526]1.2.3 Relationship between the certification practice statements and certificate policies. 
The full set of practices, procedures, terms and conditions relating to a particular certificate can be determined by reading: 
· Services Australia Root Certification Authority and Organisation Certificate Authority, Certificate Policy (Services Australia RCA and OCA CP). 
· Services Australia Root Certificate Authority Certificate Practice Statement (Service Australia RCA CPS), Services Australia Organisation Certification Authority Certification Practice Statement (Services Australia OCA CPS). 
· Community of interest (CoI) Certificate Policy (CP) for NASH PKI for the Healthcare provider Organisations, and
· Community of interest (CoI) Certificate Policy (CP) for NASH PKI for Supporting Organisations.
[bookmark: _Toc238547527]1.2.4 Services Australia Root Certification Authority Certificate Policy this Services Australia RCA and OCA CP relates to: 
Services Australia RCA CPS relates to: 
· The self-signed Services Australia RCA authentication and confidentiality certificates which the Services Australia RCA issues to itself, and  
· The authentication and confidentiality certificates signed by the Services Australia RCA and issued to OCAs within the Healthcare Network PKI Hierarchy (e.g. the Services Australia OCA). 
If there is any conflict between the provisions in relevant CPS and CPs, the following order of precedence of documents will apply: 
· The CP for the PKI CoI that the certificate was issued under, then 
· Other Healthcare Network PKI OCA CPs, then 
· The Services Australia OCA CPS or other Healthcare Network PKI OCA CPSs, then
· This Services Australia RCA and OCA CP, then
· The Services Australia RCA CPS.  
[bookmark: _Toc238547528]1.2.5 Gatekeeper PKI Framework version 3.1 Documentation 
Services Australia conducts its Services Australia RCA role in accordance with the Gatekeeper PKI Framework version 3.1 and the following documents: 

· This Services Australia RCA and OCA CP. 
· The Services Australia RCA CPS.   
· The Services Australia OCA CPS. 
· The relevant certificate policy the certificates are issued under:
· Services Australia PKI Glossary,  
· Gatekeeper (Public Key Infrastructure) criteria and policies.

The Gatekeeper PKI Framework will be retired on 6 April 2028. Existing Gatekeeper accreditations, including Services Australia accreditation, will remain valid until that date. PKI assurance requirements will transition to existing Australian Government security frameworks, including the Protective Security Policy Framework (PSPF) and Information Security Manual (ISM), supported by recognised international PKI standards. 


[bookmark: _Toc238547529]1.3 PKI participants 
This Services Australia RCA and OCA CP is applicable to: 

· The Services Australia RCA. 
· Any subordinate Services Australia OCA (e.g. the Services Australia OCA). 
· Services Australia and Services Australia contracted PKI Service Provider’s staff responsible for the issuance of certificates to Subscribers. 
· Services Australia Registration Organisation Unit Operators (Services Australia ROUOs) approved to operate within the Healthcare Network PKI hierarchy, and 
· Relying parties and End User-Subscribers registered for Healthcare Network PKI keys and certificates issued under the CP for the Subscribers’ PKI CoI and supported by this CP. 
[bookmark: _Toc238547530]1.3.1 Certification authorities 
[bookmark: _Toc238547531]1.3.1.1 Services Australia RCA overview 
Services Australia RCA is the highest point of trust within the Healthcare Network PKI CoI. Services Australia OCA rely’s on this point of trust.  
Services Australia RCA generates and signs its own certificate and certifies the certificates of its subordinate OCAs, e.g. the Services Australia OCA.  In this CP, these OCAs (including the Services Australia OCA) are referred to as ‘OCAs.   
Services Australia RCA is accessed via a single Root Certification Authority Operator (RCAO) which is used solely for the purpose of creating subordinate OCA certificates (e.g. the Services Australia OCA certificate). The key length of the Services Australia RCA Signing Key, used to sign certificates, is as determined by a relevant certificate profile. However, unless otherwise stated, the minimum key length for a Services Australia RCA is 2048 bits.   
Generation of the Services Australia RCA’s keys is performed with trustworthy systems using evaluated products in a physically secure facility.  
The Services Australia RCA resides at a Secure Facility and is usually switched off except when required to create a new OCA.  
[bookmark: _Toc238547532]1.3.1.2 Services Australia OCA overview 
Services Australia OCA is immediately subordinate to the Services Australia RCA in the Healthcare Network PKI hierarchy. The primary purpose the OCA) is to provide certificates and certificate management services to relying parties and Subscribers within in the Healthcare Network PKI. 
The Services Australia OCA that provides certificate management services for: 	 
· PKI CoI within Services Australia, and 
· Australian Government Agencies who do not wish to operate their own Certification Authority for certification services for that Agency’s CoIs.

The key length of Services Australia OCA keys, used to sign certificates is determined by the relevant certificate profile. However, unless otherwise stated, the minimum key length for a Services Australia OCA is 2048 bits.   

Generation of Services Australia OCA keys are performed on trustworthy systems using evaluated products in a physically secure facility. 
The functions and obligations of OCAs, as a CA within the Healthcare Network PKI hierarchy, are dealt with in the CP under which the OCA issues certificates to members of a PKI CoI. 

[bookmark: _Toc238547533]1.3.1.3 Services Australia OCA functions 
OCAs operating under the Healthcare Network PKI hierarchy perform the functions listed in section 1.3.1.5 of the Services Australia OCA CPS.  
Services Australia OCA is an OCA of the Services Australia RCA. 
[bookmark: _Toc238547534]1.3.1.4 Services Australia OCA obligations 
An OCA’s (e.g. the Services Australia OCA) obligations are listed in section 1.3.1.6 of the Services Australia OCA CPS.  
[bookmark: _Toc238547535]1.3.2 Registration authorities 
This Services Australia RCA and OCA CP don’t include information on Registration Authorities (RAs) or certificate issuance.  Information about certificate issuance for the Healthcare Network PKI is included in section 1.3.2 of the Services Australia OCA CPS. The Services Australia OCA CPS is available at servicesaustralia.com.au  
The Services Australia RCA is responsible for checking Evidence of Identity (EOI) and collecting registration information for and about subordinate OCAs only. 
[bookmark: _Toc238547536]1.3.3 Subscribers 
Subscribers of the Services Australia RCA are OCAs that apply to be issued with certificates within the Healthcare Network PKI hierarchy managed by Services Australia. 
[bookmark: _Toc238547537]1.3.3.1 Applicants 
An applicant is a third party who wishes to become a Services Australia OCA subordinate to the Services Australia RCA within the Healthcare Network PKI hierarchy.  
Prior to a certificate being issued, the applicant must apply to the Services Australia RCA to be a subordinate Services Australia OCA and be issued a signed certificate binding the OCA public keys with the signed certificate.  
[bookmark: _Toc238547538]1.3.3.2 OCA Subscribers to Services Australia RCA 
The obligations of OCAs, when acting as Subscribers under this Services Australia RCA and OCA CP are listed in section 1.3.3.2 of the Services Australia RCA CPS 
The issuance of certificates to End User-Subscribers is outside the scope of this Services Australia RCA and OCA CP.  
The obligations of End User-Subscribers are set out in the Services Australia OCA CPS and CP for the PKI CoI under which the End User-Subscriber’s certificate was issued. 
[bookmark: _Toc238547539]1.3.4 Relying parties 
Relying parties and End User-Subscribers registered for Healthcare Network PKI keys and certificates issued under the CP for the Subscribers’ PKI CoI are supported by this CP. 
[bookmark: _Toc238547540]1.3.4.1 Other participants 
There are no other participants in the Healthcare Network PKI Registration certificate model operated by Services Australia.  
[bookmark: _Toc238547541]1.3.4.2 End User-Subscribers 
The Services Australia RCA does not issue certificates to End User-Subscribers and does not check EOI or collect registration information from End User-Subscribers. 
[bookmark: _Toc238547542]1.4 Certificate usage 
[bookmark: _Toc238547543]1.4.1 Appropriate certificate use 
The Services Australia RCA certificate may only be used to sign its own certificate, any OCA (including the Services Australia OCA) certificates or RCA operational personnel certificates.  
[bookmark: _Toc238547544]1.4.2 Prohibited certificate uses 
The Services Australia RCA certificate cannot directly sign end user’s/Subscriber’s certificates.  
[bookmark: _Toc238547545]1.5 Policy administration 
[bookmark: _Toc238547546]1.5.1 Organisation administering the document 
Services Australia RCA and OCA CP are administered by the Services Australia PMA. 

Services Australia PMA:  
· Approves changes to this CP, Services Australia RCA CPS and other documents  
· Approves any OCA CP and CPS, including any changes to those documents, and  
· Manages compliance by an OCA and its RA(s) or certificate issuance process with the Services Australia RCA CPS, this Services Australia RCA and OCA CP, any OCA CPS, the CP the certificate was issued under, and other documents. 
· OCAs may operate an OCA Policy Management Authority (OCA PMA). An OCA’s PMA is responsible for the creation and internal approval of policies which are unique to the operation of that OCA, but which must be consistent with this CP and RCA CPS. 
· The OCA’s PMA performs the following functions: 
· Formulates and gives internal approval to new policy and policy changes within the OCA policy domain, and 
· Submits new or changed policies to the Services Australia PMA for approval.  
[bookmark: _Toc238547547]1.5.2 Contact person 
[bookmark: _Toc238547548]1.5.2.1 Policy management authority 
The contact details for the Services Australia PMA are: 

National Manager  
Identity Branch 
Digital and Identity Division
Services Australia 
  
The contact person can provide copies of, or access to, this Services Australia RCA and OCA CP, the Services Australia RCA CPS and answer questions relating to the policy, practices and procedures described in these documents. 
[bookmark: _Toc238547549]1.5.3 Persons determining CPS suitability for the relying party certificate policies 
All new applications for Subscribers as an OCA and its RA under the Services Australia RCA will be vetted by the Services Australia PMA and if satisfactory, will be approved by the Services Australia PMA.  
[bookmark: _Toc238547550]1.5.4 CPS approval procedures 
The Services Australia PMA reviews all documents to ensure that the practices documented in the Services Australia RCA CPS fulfil the requirements defined in this Services Australia RCA and OCA CP. 
The Services Australia PMA determines whether the Services Australia RCA CPS provides suitable support for this Services Australia RCA and OCA CP. 
The Services Australia PMA approves all Services Australia RCA CPS changes and modifications.  
[bookmark: _Toc238547551]1.6 Definitions and acronyms 
Please refer to the Services Australia PKI Glossary at servicesaustralia.gov.au for a list of definitions, acronyms and related terms. 
 	  
[bookmark: _Toc238547552]2 	Publication and repository responsibilities 
[bookmark: _Toc238547553]2.1 Repositories 
The repository for all public key certificates issued under this Services Australia RCA and OCA CP is the Healthcare Public Directory.  
The Healthcare Public Directory provides information about active, revoked and expired certificates issued under the respective CP(s) for each Registration Organisation Unit (ROU)’s PKI CoI, OCAs or the Services Australia RCA.   
Note that certificate suspension is not supported under the Registration certificate model as operated by Services Australia in this Healthcare Network PKI. 
Changes in the status of certificates issued under this Services Australia RCA and OCA CP, including Revocation and Expiry of certificates will be published in the Healthcare Public Directory by the Services Australia RCA. 


The Healthcare Public Directory: 

· Does not publish reasons why a certificate has been revoked 
· Only publishes information already contained in the certificate, and  
· Only publishes information pertaining to a given PKI CoI when the responsible RO and ROU have agreed to publication. 

The Healthcare Public Directory is accessible from www.certificates-australia.com.au.
 
The Healthcare Public Directory is available 24 hours a day, 7 days a week (except for designated system maintenance periods). 
[bookmark: _Toc238547554]2.2 Publication of certification information 
[bookmark: _Toc238547555]2.2.1 Publication of Services Australia RCA information 
Certificates and their corresponding hash values are published to the Healthcare Public Directory when the certificate is generated. In addition, the hash value of the Services Australia RCA and Services Australia RCA certificate is published on www.certificates-australia.com.au  
[bookmark: _Toc238547556]2.2.2 Publication of policy and practice information 
This Services Australia RCA and OCA CP are published electronically at www.servicesaustralia.gov.au/pki. 
Formal notification of changes to this Services Australia RCA and OCA CP will not be given to any entities.  

Notification of changes will be provided on the Services Australia website, servicesaustralia.gov.au/pki. 
This notification method uses a ‘pull’ model. Interested parties must exercise due care and check, on a regular basis, the Services Australia website to review and monitor any changes in the Services Australia RCA and OCA CP. Interested parties are responsible for retrieving amendments when a revised and/or amended Services Australia RCA and OCA CP is posted to the website.  
[bookmark: _Toc238547557]2.3 Time or frequency of publication 
[bookmark: _Toc238547558]2.3.1 Frequency of publication of this CP 
New and revised approved versions of this Services Australia RCA and OCA CP are published promptly at servicesaustralia.gov.au/pki once approved by the Services Australia PMA. 
[bookmark: _Toc238547559]2.3.1.1 	Publication by OCAs 
All OCAs within the Healthcare Network PKI hierarchy must publish the current approved version of the Services Australia RCA CPS and Services Australia RCA and OCA CP on the website on which they publish their OCA CPS and any CPs that certificates are issued under. 
[bookmark: _Toc238547560]2.4 Access controls on repositories 
There are no access controls on the reading of this Services Australia RCA and OCA CP, the Services Australia RCA CPS or the CPS for the Services Australia OCA or any associated OCA CPS and CPs on the web sites nominated for publication.  
 	  
[bookmark: _Toc238547561]3 	Identification and authentication 
[bookmark: _Toc238547562]3.1 Naming 
Subscribers under this CP are OCAs for the Services Australia RCA. 
Subscribers are termed ‘Certificate Subjects’ in the x.509 definition. 
[bookmark: _Toc238547563]3.2 Initial identity validation 
For the purposes of the Healthcare Network PKI, the Subscribers (Certificate Subjects) under this CP are identified and authenticated through the CA Key Signing Ceremony. 
[bookmark: _Toc238547564]3.3 Identification and authentication for re-key requests 
Subscribers under this CP shall be identified and authenticated and the certificates renewed using the same process as the identification and authentication process at registration.  
Note: All certificate renewals under this CP involve the repeating the CA Key Signing Ceremony. 
[bookmark: _Toc238547565]3.4 Identification and authentication for revocation request 
Revocation of certificates under this CP shall only be requested by the Services Australia PMA or Services Australia IT Security Manager/Advisor or nominee with the same or higher security clearance. 
 	  
[bookmark: _Toc238547566]4 	Certificate life-cycle operational requirements 
[bookmark: _Toc238547567]4.1 Certificate application 
Upon approval from the Services Australia PMA, the Services Australia RCA is authorised to sign OCA certificates.   
[bookmark: _Toc238547568]4.2 Certificate application processing 
Services Australia RCA and Services Australia OCA certificate application processing are undertaken during the CA Key Signing Ceremony.  
[bookmark: _Toc238547569]4.3 Certificate issuance 
Certificates are issued at the CA Key Signing Ceremony and are held within the certificate creation facility and are not exposed externally to this facility.  
[bookmark: _Toc238547570]4.4 Certificate acceptance 
Services Australia RCA and Services Australia OCA certificate application processing are undertaken during the CA Key Signing Ceremony.  
[bookmark: _Toc238547571]4.5 Key pair and certificate usage 
The Services Australia RCA key will only be used to sign Services Australia OCA certificates.
[bookmark: _Toc238547572]4.5.1 Subscriber private key and certificate usage 
Key pair generation and installation (that is, the CA Key Signing Ceremony) for the Services Australia RCA and for OCAs signed by the Services Australia RCA are documented with the Services Australia contracted PKI Service Provider’s SEC1 Security Profile (this document is not publicly available). Key usage flags are specified in technical profiles for the CA certificates in section 7. Refer to section 4.10.1 for further information regarding the operational role of the Services Australia contracted PKI Service Provider 
[bookmark: _Toc238547573]4.5.2 Relying party public key and certificate usage 
Relying parties rely on public key and certificate usage only for appropriate applications outlined in this CP, and in the Subscribers’ PKI CoI policy documents. 
[bookmark: _Toc238547574]4.6 Certificate renewal 
Certificates issued under this CP will need to be renewed in the event of expiry of the certificates or as a result of unforeseen circumstances that may occur. They will be renewed by repeating the CA Key Signing Ceremony.  
[bookmark: _Toc238547575]4.7 Certificate re-key 
Certificate re-key is not supported for the Services Australia RCA.   
[bookmark: _Toc238547576]4.8 Certificate modification 
Certificate modification is not supported for the Services Australia RCA.   
[bookmark: _Toc238547577]4.9 Certificate revocation and suspension 
Certificates issued under this CP shall be revoked in the event of loss, destruction or theft of the RCA private key.  
[bookmark: _Toc238547578]4.10 Certificate status services 
[bookmark: _Toc238547579]4.10.1 Operational characteristics 
Services Australia website (servicesaustralia.gov.au) provides details of all current PKI policies pertaining to the Services Australia RCA and OCA. This will include certificate policies for each community of interest operating under the Services Australia RA.  
Services Australia contracted PKI Service Provider currently manages the Services Australia CA and the bulk issuance of subscriber certificates.  The PKI Service Providers website (certificatesaustralia.com.au) provides: 

· All valid Services Australia PKI certificates, and  
· The most up to date CRL. 

Once a certificate is revoked, the CA will write the certificate serial number to the CRL. While the certificate is revoked immediately after the CA processes the revocation request, any end user checking the validity of the certificate will not be able to detect the revocation until the next refreshed CRL posting. End users should take into consideration the update frequency and grace period when checking CRLs.
 
Refer to section 7.1.2 for the CRL update frequency and grace period for Services Australia RCA. 
Refer to section 7.2.2 for the CRL update frequency and grace period for Services Australia OCA. All revocation of certificates issued under Community of Interest certificate policies are published in this CRL. 
[bookmark: _Toc238547580]4.10.2 Service availability 
Service availability for the Certificate Revocation List (CRL) is substantially 24 hours a day, seven days a week at www.certificates-australia.com.au 
[bookmark: _Toc238547581]4.10.3 Optional features 
There are no optional features for certificates issued under this CP. 
[bookmark: _Toc238547582]4.11 End of subscription 
Certificates are terminated when they are revoked or have expired. 
[bookmark: _Toc238547583]4.12 Key escrow and recovery 
Key escrow is not supported by the Services Australia RCA. 
 	  
[bookmark: _Toc238547584]5 	Facility, management and operational controls 
[bookmark: _Toc238547585]5.1 Physical controls 
[bookmark: _Toc238547586]5.1.1 Site location and construction 
Services Australia RCA is housed in a Secure Facility accredited against the Gatekeeper PKI Framework version 3.1 and operated to the level of PROTECTED as defined in the Australian Government Information Security Manual (ISM) and certified for Zone 4 by a Services Australia Agency Security Advisor, where Physical Security Evaluations have been undertaken.  The Secure Facility is operated by the Services Australia contracted PKI Service Provider and is staffed on a 24 x 7 basis.
[bookmark: _Toc238547587]5.1.2 Physical access 
Services Australia PMA decides the physical security access requirements for the Healthcare Network PKI and is described in section 5.1.2 of the Services Australia RCA CPS. 
[bookmark: _Toc238547588]5.1.3 Power and air conditioning 
This is described in section 5.1.3 of the Services Australia RCA CPS. 
[bookmark: _Toc238547589]5.1.4 Water exposures 
This is described in section 5.1.4 of the Services Australia RCA CPS. 
[bookmark: _Toc238547590]5.1.5 Fire prevention and protection 
This is described in section 5.1.5 of the Services Australia RCA CPS. 
[bookmark: _Toc238547591]5.1.6 Media storage 
This is described in section 5.1.6 of the Services Australia RCA CPS. 
[bookmark: _Toc238547592]5.1.7 Waste disposal 
This is described in section 5.1.7 of the Services Australia RCA CPS. 
[bookmark: _Toc238547593]5.1.8 Off-site backup 
This is described in section 5.1.8 of the Services Australia RCA CPS. 
[bookmark: _Toc238547594]5.2 Procedural controls 
[bookmark: _Toc238547595]5.2.1 Trusted roles 
This is described in section 5.2.1 of the Services Australia RCA CPS. 
[bookmark: _Toc238547596]5.2.2 Number of persons required per task 
This is described in section 5.2.2 of the Services Australia RCA CPS. 
[bookmark: _Toc238547597]5.2.3 Identification and authentication for each role 
Each Healthcare Network PKI operations personnel have a separate account so all operations can be traced to an individual. 
[bookmark: _Toc238547598]5.2.4 Roles requiring separation of duties 
This is described in section 5.2.4 of the Services Australia RCA CPS. 
[bookmark: _Toc238547599]5.3 Personnel controls 
[bookmark: _Toc238547600]5.3.1 Qualifications, experience and clearance requirements 
All Healthcare Network PKI operations personnel related to the RCA obligations require vetting prior to being granted access to Services Australia RCA trusted elements. 
[bookmark: _Toc238547601]5.3.2 Background check procedures 
This is described in section 5.3.2 of the Services Australia RCA CPS. 
[bookmark: _Toc238547602]5.3.3 Training requirements 
This is described in section 5.3.3 of the Services Australia RCA CPS. 
[bookmark: _Toc238547603]5.3.4 Retraining frequency and requirements 
This is described in section 5.3.4 of the Services Australia RCA CPS. 
[bookmark: _Toc238547604]5.3.5 Job rotation frequency and sequence 
This is described in section 5.3.5 of the Services Australia RCA CPS. 
[bookmark: _Toc238547605]5.3.6 Sanctions for unauthorised actions 
This is described in section 5.3.6 of the Services Australia RCA CPS. 
[bookmark: _Toc238547606]5.3.7 Independent contractor requirements 
This is described in section 5.3.7 of the Services Australia RCA CPS. 
[bookmark: _Toc238547607]5.3.8 Documentation supplied to personnel 
This is described in section 5.3.8 of the Services Australia RCA CPS. 
[bookmark: _Toc238547608]5.4 Audit logging procedures 
This is described in section 5.4 of the Services Australia RCA CPS. 
[bookmark: _Toc238547609]5.5 Records archival 
This is described in section 5.5 of the Services Australia RCA CPS. 
[bookmark: _Toc238547610]5.6 Key changeover 
Key changeover will be affected in such a manner as to cause minimal disruption to Subscribers and End User-Subscribers. 
This is described in section 5.6 of the Services Australia RCA CPS. 
[bookmark: _Toc238547611]5.7 Compromise and disaster recovery 
This is described in section 5.7 of the Services Australia RCA CPS and in section 7 in the Services Australia Certification Authority Annex Documents (this document is not publicly available). 
See the Services Australia RCA CPS for information about the following: 

· Incident and compromise handling procedures 
· Computing resources, software, and/or data are corrupted 
· Entity private key compromise procedures 
· Business continuity capabilities after a disaster. 
[bookmark: _Toc238547612]5.8 CA or RA termination 
Services Australia may terminate the Healthcare Network PKI at its own discretion or as directed by the Commonwealth government. 
If the Healthcare Network PKI is terminated, details of transition plans and procedures will be provided to CoI participants in a timely manner. 
 	 
[bookmark: _Toc238547613]6 	Technical security controls 
[bookmark: _Toc238547614]6.1 Key pair generation and installation 
[bookmark: _Toc238547615]6.1.1 Key pair generation 
[bookmark: _Toc238547616]6.1.1.1 	Services Australia RCA key pair generation 
Services Australia RCA key pairs are generated and installed by the Services Australia RCA using software listed on the Australian Signals Directorate (ASD) Evaluated Products List (EPL) via the Australian Information Security Evaluation Program (AISEP).
[bookmark: _Toc238547617]6.1.1.2 	Services Australia RCA private key pair generation 
The self-generated Services Australia RCA private keys do not require delivery. 
[bookmark: _Toc238547618]6.1.2 Private key delivery to subscriber 
OCA private keys are self-generated by the OCA and do not require delivery. 
[bookmark: _Toc238547619]6.1.3 Public key delivery to certificate issuer 
This is described in section 6.1.3 of the Services Australia RCA CPS. 
[bookmark: _Toc238547620]6.1.4 CA public key delivery to relying parties 
The Services Australia RCA public keys are made available to End User-Subscribers and relying parties via the Healthcare Public Directory located at www.certificates-australia.com.au. 
[bookmark: _Toc238547621]6.1.5 Key sizes 
The Services Australia RCA key length is 2048 bits. 
Subscriber OCA and RA key strengths are to be minimum 2048 bits in length. 
Relying parties and End User-Subscriber key strengths are to be minimum length 2048 bits in length. 
[bookmark: _Toc238547622]6.1.6 Public key parameters generation 
[bookmark: _Toc238547623]6.1.6.1 Parameter generation 
The parameters used to create the Services Australia RCA public keys are generated by the Services Australia RCA.  
The parameters used to create the OCA public keys are generated by the OCA. 
In both cases, the generation of public key parameters has been certified in the course of Common Criteria EAL 4 evaluations of the CA products used for key generation. 
[bookmark: _Toc238547624]6.1.6.2 Parameter checking 
Parameter quality checking (including primality testing for prime numbers where appropriate) has been certified in the course of Common Criteria evaluation of the CA products used for Services Australia RCA key generation. 
Parameter quality checking (including primality testing for prime numbers where appropriate) shall have been certified in the course of Common Criteria evaluation of the CA products used for OCA key generation. 
[bookmark: _Toc238547625]6.1.7 Key usage purposes (as per X.509 v3 key usage field) 
The Services Australia RCA generates two key pairs and associated certificates. The two key pairs differ only in key usage. One key pair will only be used to sign OCA certificates and Certificate Revocation Lists (CRL)s. The second key pair will only be used for internal transaction integrity assurance purpose. Certificate profile associated with the second key pair is not publicly available. 
[bookmark: _Toc238547626]6.2 Private key protection and cryptographic module engineering controls 
[bookmark: _Toc238547627]6.2.1 Cryptographic module standards and controls 
If approved by Services Australia, cryptographic modules may be used in the Healthcare Network PKI.   
[bookmark: _Toc238547628]6.2.2 Private key (m of n) multi-person control 
Services Australia RCA private keys are not under ‘m of n’ multi-person control. 
Dual person control shall be present for all operations concerning OCA or Services Australia RCA private keys.  
[bookmark: _Toc238547629]6.2.3 Private key escrow 
Private key escrow is not supported.  
[bookmark: _Toc238547630]6.2.4 Private key backup 
The private keys of the Services Australia RCA are generated and retained in a Hardware Cryptographic Module in an encrypted format. These are further encrypted and backed up onto smartcards with backup copies under m of n format and maintained on-site and in secure off-site storage. 
Private key backup is not provided for Subscribers.  
[bookmark: _Toc238547631]6.2.5 Private key archival 
Private keys of the Services Australia RCA are archived in a Secure Facility operated by the Services Australia contracted PKI Service Provider. 
[bookmark: _Toc238547632]6.2.6 Private key transfer into or from a cryptographic module 
The Cryptographic module that holds the private key of the OCA or RA is generated and retained in the module in an encrypted format.  It will be decrypted only at the time at which it is being transferred into and from the module. 
[bookmark: _Toc238547633]6.2.7 Private key storage on a cryptographic module 
The Cryptographic module that stores the private key of the OCA or RA is generated and stored in the module in an encrypted format.   
[bookmark: _Toc238547634]6.2.8 Method of activating private key 
The private keys of the Services Australia RCA and of OCAs are activated by cryptographic software following the successful completion of a login process that validates an Authorised User. 
[bookmark: _Toc238547635]6.2.9 Method of deactivating private key 
The Services Australia contracted PKI Service Provider’s SEC1 Security Profile details which personnel are authorised to deactivate private keys and in what manner (this document is not publicly available). 
[bookmark: _Toc238547636]6.2.10 Method of destroying private key  
This is described in section 6.2.10 of the Services Australia RCA CPS. 
[bookmark: _Toc238547637]6.2.11 Cryptographic module rating  
Only cryptographic modules approved by the Australian Signals Directorate (ASD) shall be use for the Services Australia RCA and OCAs. There is no stipulation on the Cryptographic Module rating. 
[bookmark: _Toc238547638]6.3 Other aspects of key pair management 
[bookmark: _Toc238547639]6.3.1 Public key archival 
The public keys are stored in the Healthcare Public Directory for the life of the certificate. 
At the expiration of the Services Australia RCA, the public key will be archived in accordance with Records Archival set out at 5.5 in the RCA CPS. 
[bookmark: _Toc238547640]6.3.2 Certificate operational periods and key pair usage periods 
 
Services Australia OCA key pairs have the following usage periods: 
· Authentication private and public keys – ten (10) years.
· Confidentiality public key – ten (10) years.
· Confidentiality private key – no expiry.

Services Australia RCA key pairs have the following usage periods: 

· Authentication private and public keys – twenty (20) years 
· Transaction Integrity Assurance private and public key – twenty (20) years. 
[bookmark: _Toc238547641]6.4 Activation data 
No activation data other than Access Control mechanisms is required to operate cryptographic modules. 
[bookmark: _Toc238547642]6.4.1 Activation data generation and installation 
No activation data other than Access Control mechanisms is required to operate cryptographic modules. 
[bookmark: _Toc238547643]6.4.2 Activation data protection 
No activation data other than Access Control mechanisms is required to operate cryptographic modules. 
[bookmark: _Toc238547644]6.4.3 Other aspects of activation data 
No activation data other than Access Control mechanisms is required to operate cryptographic modules. 
[bookmark: _Toc238547645]6.5 Computer security controls 
[bookmark: _Toc238547646]6.5.1 Specific computer security technical requirements 
Services Australia details its computer security technical requirements in the Services Australia contracted PKI Service Provider’s SEC1 Security Profile (this document is not publicly available). 
[bookmark: _Toc238547647]6.5.2 Computer security rating 
Services Australia details its computer security rating in the Services Australia contracted PKI Service Provider’s SEC1 Security Profile (this document is not publicly available). 
[bookmark: _Toc238547648]6.6 Life-cycle technical controls 
[bookmark: _Toc238547649]6.6.1 System development controls 
The Services Australia RCA and OCA detail their system development controls in the Services Australia contracted PKI Service Provider’s SEC1 Security Profile (this document is not publicly available).  
[bookmark: _Toc238547650]6.6.2 Security management controls 
Services Australia CAs detail their security management controls in the Services Australia contracted PKI Service Provider’s SEC1 Security Profile (this document is not publicly available). 
[bookmark: _Toc238547651]6.6.3 Life-cycle security ratings 
Healthcare Network PKI life-cycle security ratings are set out in the Services Australia contracted PKI Service Provider’s SEC1 Security Profile (this document is not publicly available). 
[bookmark: _Toc238547652]6.7 Network security controls 
Services Australia has undertaken a Risk Assessment that is presented in the Services Australia Certification Authority Annex Documents. It identifies and addresses all high or significant life-cycle security threats (these documents are not publicly available). 
[bookmark: _Toc238547653]6.8 Timestamping 
All automatically generated logs are time-stamped using the system clock of the computer on which they were generated. Manually generated records record the date of occurrence, but generally not the time. 
 	


[bookmark: _Toc238547654]7 	Certificate, CRL and OCSP profiles 
[bookmark: _Toc238547655]7.1 Root CA certificate 
[bookmark: _Toc238547656]7.1.1 Certificate profile 
[bookmark: _Toc238547657]7.1.1.1 Root CA certificate profile 
	Field/ Extension 
	Root CA certificate 

	Version 
	Required 

	
	V3 (2) 

	Serial Number 
	Required 

	
	Must be unique to an Issuer 

	Issuer Signature Algorithm 
	Required 

	
	sha256WithRSAEncryption {1 2 840 113549 1 1 11} 

	Issuer Distinguished Name 
	Required 

	
	Country (C) = AU 
Organisation (O) = GOV 
Organisation Unit (OU) = Services Australia  
Common Name (CN) = Services Australia Root Certification Authority 

	Validity Period 
	Required 

	
	20 years  

	Subject Distinguished Name 
	Required 

	
	Country (C) = AU 
Organisation (O) = GOV 
Organisation Unit (OU) = Services Australia  
Common Name (CN) = Services Australia Root Certification Authority 

	Subject Public Key Information 
	Required 

	
	Public key encoded in accordance with RFC2459 & PKCS#1 
Key length 2048 bits 

	Issuer Unique Identifier 
	Not Used 

	Field/ Extension 
	Root CA certificate 

	Subject Unique Identifier 
	Not Used 

	Issuer’s Signature 
	Required 

	
	ASN.1 DER encoded certificate signature value corresponding to 
Issuer signature algorithm 

	Authority Key Identifier 
	Optional 

	
	KeyID, Octet contain the 20-byte SHA–1 hash of the binary DER encoding of the subject CA’s public key information 

	
	Not Used 

	
	Issuer DN, Serial Number tuple 

	Subject Key Identifier 
	Required 

	
	Octet string contains the 20-byte SHA–1 hash of the binary DER encoding of the subject CA’s public key information 

	Key Usage 
	Required 
Critical 

	
	Certificate Signing, Off-line CRL Signing, CRL Signing 

	Basic Constraints 
	Required 
Critical 

	
	CA True; path length constraint absent 

	Extended Key Usage 
	Not Used 

	Private Key Usage Period 
	Not Used 

	Certificate Policies 
	Required 

	
	Policy identifier OID = 1.2.36.174030967.1.2.2.1 
CPS Point = http://servicesaustralia.gov.au
Policy qualifier ID = User Notice 
Notice Text = ‘Certificates under this policy are issued by the Services 
Australia Root CA to itself and to CAs subordinate to the Services Australia Root CA’ 

	Field/ Extension 
	Root CA certificate 

	Policy Mappings 
	Optional 

	
	Not Used 

	Subject Alternative Name 
	Not Used 

	Issuer Alternative Name 
	Not Used 

	Subject Directory Attributes 
	Not Used 

	Name Constraints 
	Optional 

	
	Not Used 

	Policy Constraints 
	Optional 

	
	Not Used 

	CRL Distribution Points 
	Optional 

	
	Not Used 

	Subject Information Access 
	Optional 

	
	Not Used 

	Freshest CRL
	Not Used

	Inhibit Any Policy 
	Optional 1
1.This is not conformant to RFC 5280 however is required do overcome potential application compatibility issues



[bookmark: _Toc238547658]7.1.1.2 	Version number(s) 
Certificates issued by the Services Australia RCA are X.509 version 3.  
[bookmark: _Toc238547659]7.1.1.3 	Certificate extensions 
Certificate extensions are used by the Services Australia RCA certificates and are listed in the certificate profile table. 
[bookmark: _Toc238547660]7.1.1.4 	Algorithm object identifiers 
OIDs are not allocated to algorithms in the Healthcare Network PKI. 
[bookmark: _Toc238547661]7.1.1.5 	Name forms 
Certificates issued under the Healthcare Network PKI contain the full X.500 Distinguished Name of the certificate issuer and Certificate Subject in the issuer name (Services Australia) and subject name (Services Australia) fields respectively. 
[bookmark: _Toc238547662]7.1.1.6 	Name constraints 
Anonymous names are not supported by the Services Australia RCA.   
[bookmark: _Toc238547663]7.1.1.7 	Certificate policy object identifier 
The OID of the Services Australia RCA and OCA CP is carried in the standard extension field of issued X.509 certificates and is published under CP Identification in section 1.2 of this CP. 
[bookmark: _Toc238547664]7.1.1.8 	Usage of policy constraints extension 
The Services Australia RCA supports the use of the policy constraints extension. 
[bookmark: _Toc238547665]7.1.1.9 	Policy qualifiers syntax and semantics 
The Services Australia RCA supports the use of syntax and semantics policy qualifiers.  
[bookmark: _Toc238547666]7.1.1.10 	Processing semantics for the critical certificate policy extension 
The X.509 certificate profile complies with the Australian Standard X.509 profile.  
 	 
[bookmark: _Toc238547667]7.1.2 CRL profile 
 
	Field/Extension 
	Root CA Certificate Revocation List 

	Version 
	Required 

	
	V2 

	Issuer Distinguished Name 
	Required 

	
	Country (C) = AU 
Organisation (O) = GOV 
Organisation Unit (OU) = Services Australia 
Common Name (CN) = Services Australia Root Certification Authority 

	Effective Date 
	Required 

	
	Effective date of CRL 

	Next Update 
	Required 

	
	Services Australia RCA will generate a new CRL every 30 days

	Signature Algorithm 
	Required 

	
	sha256WithRSAEncryption {1 2 840 113549 1 1 11} 

	CRL Number 
	Required 

	
	Increment with each CRL update 

	Authority Key Identifier 
	Required 



[bookmark: _Toc238547668]7.1.2.1 	Version number(s) 
The Services Australia RCA supports the use of X.509 Version 2 CRLs. 
[bookmark: _Toc238547669]7.1.2.2 	CRL and CRL entry extensions 
The Services Australia RCA supports the use of X.509 Version 2 CRL entry extensions as shown in the CRL profile table. 
[bookmark: _Toc238547670]7.1.2.3 	CRL generation frequency 
The Services Australia RCA will generate a new CRL every 26 days. 
[bookmark: _Toc238547671]7.1.2.4 	CRL Grace Period 
The Services Australia RCA CRL will have a grace period of 5 days. 
[bookmark: _Toc238547672]7.1.3 		OCSP profile 
Online Certificate Status Protocol (OCSP) is not currently approved by the Services Australia PMA for this Services Australia RCA. OCSP status for each OCA is reflected within the relevant OCA CPS. 
[bookmark: _Toc238547673]7.2 Organisation CA certificate 
[bookmark: _Toc238547674]7.2.1 Certificate profile 
[bookmark: _Toc238547675]7.2.1.1 	Organisation CA certificate profile 

	Field/ Extension 
	Organisation CA certificate 

	Version 
	Required 

	
	V3 

	Serial Number 
	Required 

	
	Must be unique to an Issuer 

	Issuer Signature Algorithm 
	Required 

	
	sha256WithRSAEncryption {1 2 840 113549 1 1 11} 

	Issuer Distinguished Name 
	Required 

	
	Country (C) = AU 
Organisation (O) = GOV 
Organisation Unit (OU) = Services Australia  
Common Name (CN) = Services Australia Root Certification Authority 

	Validity Period 
	Required 

	
	10 years  

	Subject Distinguished Name 
	Required 

	
	

	Field/ Extension 
	Organisation CA certificate 

	
	Country (C) = AU 
Organisation (O) = GOV 
Organisation Unit (OU) = Services Australia  
Common Name (CN) = Services Australia Organisation Certification Authority 

	Subject Public Key Information 
	Required 

	
	Public key encoded in accordance with RFC2459 & PKCS#1 
Key length 2048 bits 

	Issuer Unique Identifier 
	Not Used 

	Subject Unique Identifier 
	Not Used 

	Issuer’s Signature 
	Required 

	
	ASN.1 DER encoded certificate signature value corresponding to Issuer signature algorithm 

	Authority Key Identifier 
	Optional 

	
	KeyID, Octet contain the 20-byte SHA–1 hash of the binary DER encoding of the issuing CA’s public key information 

	
	Not Used 

	
	Issuer DN, Serial Number tuple 

	Subject Key Identifier 
	Required 

	
	Octet string contains the 20-byte SHA–1 hash of the binary DER encoding of the subject CA’s public key information 

	Key Usage 
	Required 
Critical 

	
	Certificate Signing, Off-line CRL Signing, CRL Signing 
In Cert: Certificate Signing, Off-line CRL Signing, CRL Signing (06)

	Basic Constraints 
	Required 
Critical 

	
	CA True; path length constraint absent 

	Field/ Extension 
	Organisation CA certificate 

	Extended Key Usage 
	Not Used 

	Private Key Usage Period 
	Not Used 

	Certificate Policies 
	Required 

	
	Policy identifier OID = 1.2.36.174030967.1.2.2.1 
CPS Point = http://servicesaustralia.gov.au 
Policy qualifier ID = User Notice 
Notice Text = ‘Certificates under this policy are issued by the Services Australia Root CA to CAs subordinate to the Services Australia Root CA’ 

	Policy Mappings 
	Optional 

	
	Not Used 

	Subject Alternative Name 
	Not Used 

	Issuer Alternative Name 
	Not Used 

	Subject Directory Attributes 
	Not Used 

	Name Constraints 
	Optional 

	
	Not Used 

	Policy Constraints 
	Optional 

	
	Not Used  

	Authority Information Access
	Required

	
	Access Method = CA Issuers {1.3.6.1.5.5.7.48.2)
http://certificates-australia.com.au/general/certs/SARCA1.cer
http://certificates-australia.com.au/general/certs/SARCA1.p7c

	CRL Distribution Points 
	Optional 
URL=http://certificates-australia.com.au/general/crls/SARCA1.crl

	CRL Distribution Points 
Subject Information Access 
	Not Used  

	
	Optional 

	Subject Information Access 
Freshest CRL 
	Not Used 

	
	Not Used 

	Subject Information Access 

	Optional
Not Used

	Freshest CRL
	Not Used

	Inhibit Any Policy
	Option
This is not conformant to RFC 5280 however is required do overcome potential application compatibility issues

	
	Not Used


 
[bookmark: _Toc238547676]7.2.1.2 	Version number(s) 
Certificates issued by the Services Australia RCA are X.509 version 3.  
[bookmark: _Toc238547677]7.2.1.3 	Certificate extensions 
Certificate extensions are used by the Services Australia OCA certificates and are listed in the certificate profile table. 
[bookmark: _Toc238547678]7.2.1.4 	Algorithm object identifiers 
OIDs are not allocated to algorithms in the Healthcare Network PKI. 
[bookmark: _Toc238547679]7.2.1.5 	Name forms 
Certificates issued under the Healthcare Network PKI contain the full X.500 Distinguished Name of the certificate issuer and Certificate Subject in the issuer name (Services Australia) and subject name (Services Australia) fields respectively. 
[bookmark: _Toc238547680]7.2.1.6 	Name constraints 
Anonymous names are not supported by the Services Australia OCA.   
[bookmark: _Toc238547681]7.2.1.7 	Certificate policy object identifier 
The OID of the Services Australia RCA and OCA CP is carried in the standard extension field of issued X.509 certificates and is published under CP Identification in section 1.2 of this CP. 
[bookmark: _Toc238547682]7.2.1.8 	Usage of policy constraints extension 
The Services Australia OCA supports the use of the policy constraints extension. 
[bookmark: _Toc238547683]7.2.1.9 	Policy qualifiers syntax and semantics 
The Services Australia OCA supports the use of syntax and semantics policy qualifiers.  
[bookmark: _Toc238547684]7.2.1.10 	Processing semantics for the critical certificate policy extension 
The X.509 certificate profile complies with the Australian Standard X.509 profile. 
[bookmark: _Toc238547685]7.2.2 CRL profile 
	Field/Extension 
	Organisation CA Certificate Revocation List 

	Version 
	Required 

	
	V2 

	Issuer Distinguished Name 
	Required 

	
	Country (C) = AU 
Organisation (O) = GOV 
Organisation Unit (OU) = Services Australia  
Common Name (CN) = Services Australia Organisation Certification Authority 

	Effective Date 
	Required 

	
	Effective date of CRL 

	Next Update 
	Required 

	
	 Services Australia OCA will generate a new CRL every 30 minutes

	Signature Algorithm 
	Required 

	
	sha256WithRSAEncryption {1 2 840 113549 1 1 11} 

	CRL Number 
	Required 

	
	Increment with each CRL update 

	Authority Key Identifier 
	Required 

	
	Octet string contains the 20-byte SHA–1 hash of the binary DER encoding of the subject CA’s public key information 


 
[bookmark: _Toc238547686]7.2.2.1 	Version number(s) 
The Services Australia OCA supports the use of X.509 Version 2 CRLs. 
[bookmark: _Toc238547687]7.2.2.2 	CRL and CRL entry extensions 
The Services Australia OCA supports the use of X.509 Version 2 CRL entry extensions as shown in the CRL profile table. 
[bookmark: _Toc238547688]7.2.2.3 	CRL generation frequency 
The Services Australia OCA will generate a new CRL every 30 minutes. 
[bookmark: _Toc238547689]7.2.2.4 	CRL Grace Period 
The Services Australia OCA CRL will have a grace period of 1 day. 
[bookmark: _Toc238547690]7.2.3 OCSP profile 
Online Certificate Status Protocol (OCSP) is not currently approved by the Services Australia PMA for this Services Australia OCA.  OCSP status for each OCA is reflected within the relevant OCA CPS. 
 	  
[bookmark: _Toc238547691]8 	Compliance audit and other assessments 
The Services Australia PMA will authorise audits and assessments for compliance where necessary. 
[bookmark: _Toc238547692]8.1 Frequency or circumstances of assessments 
The Services Australia PMA may conduct regular internal assessments of Services Australia RCA processes in addition to the annual Gatekeeper audit conducted by a member of the Audit Panel listed on the Gatekeeper website.  
[bookmark: _Toc238547693]8.2 Identity/qualifications of assessor 
External assessments will be conducted by a Services Australia-approved Authorised Assessor. 
Internal assessments will be conducted by a qualified physical and logical security assessor. 
[bookmark: _Toc238547694]8.3 Assessor’s relationship to assessed entity 
This is described in section 8.3 of the Services Australia RCA CPS and in the Services Australia contracted PKI Service Provider’s SEC1 Security Profile (this document is not publicly available). 
[bookmark: _Toc238547695]8.4 Topics covered by assessment 
This is described in section 8.4 of the Services Australia RCA CPS and in the Services Australia contracted PKI Service Provider’s SEC1 Security Profile (this document is not publicly available). 
[bookmark: _Toc238547696]8.5 Actions taken as a result of deficiency 
This is described in section 8.5 of the Services Australia RCA CPS and in the Services Australia contracted PKI Service Provider’s SEC1 Security Profile (this document is not public available). 
[bookmark: _Toc238547697]8.6 Communication of results 
External audit results will be communicated to the Services Australia PMA and to the Gatekeeper Competent Authority.  
 	 
[bookmark: _Toc238547698]9 	Other business and legal matters 
[bookmark: _Toc238547699]9.1 Fees 
Not applicable. 
[bookmark: _Toc238547700]9.2 Financial responsibility 
[bookmark: _Toc238547701]9.2.1 Insurance coverage 
All insurances are the responsibility of each Subscriber. 
[bookmark: _Toc238547702]9.2.2 Other assets 
Other assets are not considered under this Services Australia RCA and OCA CP. 
[bookmark: _Toc238547703]9.2.3 Warranty coverage 
There is no warranty coverage available for Subscribers or relying parties under this Services Australia RCA and OCA CP. 
[bookmark: _Toc238547704]9.3 Confidentiality of business information 
[bookmark: _Toc238547705]9.3.1 Scope of confidential information 
For information about scope of confidential information, refer to the Services Australia privacy policy located at servicesaustralia.gov.au/pki. 
[bookmark: _Toc238547706]9.3.2 Information not within the scope of confidential information 
For information about information not within the scope of confidential information, refer to the Services Australia privacy policy located at servicesaustralia.gov.au/pki.  
[bookmark: _Toc238547707]9.3.3 Responsibility to protect confidential information 
For information about responsibility to protect confidential information, refer to the Services Australia privacy policy located at servicesaustralia.gov.au/pki.  
[bookmark: _Toc238547708]9.4 Privacy of personal information 
For information about privacy of personal information, refer to the Services Australia privacy policy located at servicesaustralia.gov.au/pki.
[bookmark: _Toc238547709]9.4.1 Privacy plan 
For information about privacy plan, refer to the Services Australia privacy policy located at servicesaustralia.gov.au/pki.
[bookmark: _Toc238547710]9.4.2 Information treated as private 
For information about information treated as private, refer to the Services Australia privacy policy located at servicesaustralia.gov.au/pki.  
[bookmark: _Toc238547711]9.4.3 Information not deemed private 
For information about information not deemed private, refer to the Services Australia privacy policy located at servicesaustralia.gov.au/pki.
[bookmark: _Toc238547712]9.4.4 Responsibility to protect private information 
For information about responsibility to protect private information, refer to the Services Australia privacy policy located at servicesaustralia.gov.au/pki.  
[bookmark: _Toc238547713]9.4.5 Notice and consent to use private information 
For information about notice and consent to use private information, refer to the Services Australia privacy policy located at servicesaustralia.gov.au/pki.
[bookmark: _Toc238547714]9.4.6 Disclosure pursuant to judicial or administrative process 
Services Australia’s contracted PKI Service Provider will comply, where required by a court of law or a tribunal, in accordance with the Rules of that Court or the procedures of that Tribunal and with the Legal Services Directions (Commonwealth).  
[bookmark: _Toc238547715]9.4.7 Other information disclosure circumstances 
For information about other information disclosure circumstances, refer to the Services Australia privacy policy located at servicesaustralia.gov.au/pki.  
[bookmark: _Toc238547716]9.5 Intellectual property rights 
Services Australia materials include, but are not limited to:  

· the Services Australia RCA certificate and keys. 
· this Services Australia RCA and OCA CP.
· the Services Australia RCA CPS. 
· the Services Australia OCA certificate and keys. 
· the Services Australia OCA CPS.
· the contents of the Healthcare Public Directory.
· any other data or database created by Services Australia, the Services Australia RCA, the Services Australia OCA, the Card Management System or Services Australia contractors and subcontractors for the purposes of the Healthcare Network PKI. 
· all certificate policies for all ROU CoIs. 
· all applications and Terms and Conditions between Services Australia and the Subscribers in Services Australia ROUs’ CoI, and 
· all other documents owned by Services Australia and published on the Services Australia website (servicesaustralia.gov.au) for the purposes of the Healthcare Network PKI.
 
Intellectual Property Rights in Services Australia materials and in any modifications or enhancements made to Services Australia materials remain, or are from the date of creation, the property of the Services Australia. 
The Services Australia RCA, Services Australia OCA, Services Australia Subscribers and relying parties must ensure that Services Australia materials are, to the extent practicable, identified as the property of Services Australia (for the Commonwealth) and that Services Australia materials remain at all times free of any lien, charge or other encumbrance of a third party. 
Services Australia grants to Subscribers and relying parties a revocable, royalty-free, nonexclusive, non-transferable license for the terms of a Subscriber’s certificate, to view, display and use 
(including downloading, reproducing and printing) Services Australia materials for the purpose of:

· participating in the Healthcare Network PKI, and 
· understanding their rights and obligations under the Healthcare Network PKI, including obtaining legal or other advice as necessary.  
[bookmark: _Toc238547717]9.6 Representations and warranties 
[bookmark: _Toc238547718]9.6.1 CA representations and warranties 
To the extent permitted by law and notwithstanding any other provision of any Healthcare Network PKI documents or whether keys or certificates are used in a transaction or not, the Commonwealth, its Agencies and Services Australia make no representations or warranties to any: 

· Agency. 
· CA service provider.
· RA service provider. 
· Subscriber.
· relying party, or 
· another participant. 
 
in relation to their activities or performance of the Healthcare Network PKI and any services or products associated with, or part of, or used in delivery of the Healthcare Network PKI. 
[bookmark: _Toc238547719]9.6.2 RA representations and warranties 
To the extent permitted by law and notwithstanding any other provision of any Healthcare Network PKI documents or whether keys or certificates are used in a transaction or not, Agencies, RA service providers, Subscribers, relying parties and other participants (collectively, other parties) make no representations or warranties to the: 

· Commonwealth.
· any Commonwealth Agencies. 
· Services Australia, or 
· each other. 
 
in relation to their activities or performance of the Healthcare Network PKI and any services or products associated with, or part of, or used in delivery of the Healthcare Network PKI. 
[bookmark: _Toc238547720]9.7 Disclaimers of warranties 
[bookmark: _Toc238547721]9.7.1 CA Disclaimer of warranties 
The Commonwealth, it’s Agencies and Services Australia do not make any specific promises or guarantees about their services. They reject all legal warranties, both stated and unstated, to the full extent allowed by law
If any warranties or conditions are implied by legislation, then the liability of the Commonwealth, its Agencies and Services Australia (and of any of their officers, staff and contractors (including subcontractors)), for any breach of the condition or warranty is limited to: 

· Re-performing the services to which the warranty applied, or 
· Paying the cost of re-performing those services. 
[bookmark: _Toc238547722]9.7.2 Gatekeeper accreditation disclaimer 
The Gatekeeper Competent Authority is responsible for ensuring that the accreditation process is conducted with due care and in accordance with published Gatekeeper criteria and policies. The Gatekeeper Competent Authority is not liable for any errors and/or omissions in the final approved documents, which remain the responsibility of the accredited service provider. 
The Department of Finance is not responsible and cannot be held liable for any loss of any kind in relation to the use of digital keys and certificates issued by a Gatekeeper accredited service provider. By granting a service provider Gatekeeper Accreditation the Department of Finance makes no representation and gives no warranty as to the: 

· accuracy of any statements or representations made in, or suitability of, the approved documents of a Gatekeeper accredited service provider.
· accuracy of any statement or representation made in, or suitability of, the documentation of a service provider in a Gatekeeper recognised PKI domain, or 
· standard or suitability of any services thereby provided by any Subscriber or relying party or application. 
[bookmark: _Toc238547723]9.8 Limitations of liability 
[bookmark: _Toc238547724]9.8.1 Limitation of liability 
The aggregate liability of the Commonwealth and its Agencies and Services Australia (the parties) to all persons concerning all certificates shall be limited to an amount not to exceed $50,000 in aggregate for all claims, arising in connection with the Healthcare Network PKI, including but not limited to: 

· an entity described in the CP that certificates are issued under carrying out, or omitting to carry out, any activity described in, or contemplated by, the documents, and  
· the carrying out or omitting to carry out, any activity related to the Gatekeeper accreditation process.  
[bookmark: _Toc238547725]9.8.2 Gatekeeper core obligations 
The parties acknowledge that the limitation of liability in clause 9.8.1 does not exclude Services Australia obligation to comply with its Gatekeeper core obligations. 
[bookmark: _Toc238547726]9.9 Indemnities 
Indemnities are not provided between parties in the Healthcare Network PKI to which this Services Australia RCA and OCA CP apply. 
[bookmark: _Toc238547727]9.10 Term and termination 
[bookmark: _Toc238547728]9.10.1 Term  
The RCA and OCA CP will be ongoing. Refer to 9.10.2 for details as to when it may be terminated. 
[bookmark: _Toc238547729]9.10.2 Termination  
Services Australia may terminate this Healthcare Network PKI at its own discretion or otherwise as may be required by the Commonwealth government. 
Services Australia will promptly notify, in accordance with clause 9.11, all OCAs, RAs, Subscribers, relying parties, the Gatekeeper Competent Authority and other participants of the intended termination of the Healthcare Network PKI. 
[bookmark: _Toc238547730]9.10.3 Effect of termination and survival  
The Services Australia RCA and the Services Australia OCA will, on notification of termination, cease to generate and issue certificates. 
On termination, all certificates issued under this Services Australia RCA and OCA CP and under any CP remain in force for any period left of the two-year or five-year operative time of the certificate in accordance with that relevant CP. 
The Healthcare Public Directory will be maintained for the period left of all certificates current at the date of termination. 
[bookmark: _Toc238547731]9.11 Individual notices and communications with participants 
To this clause, a Notice includes a consent, information, application, request or any other communication provided under or in connection with this Services Australia RCA and OCA CP. 
A Notice to a party under this Services Australia RCA and OCA CP is only given or made if it is in writing and distributed in one of the following ways:
 
· Emailed to that party at its email address, or
· Posted on the Services Australia website servicesaustralia.gov.au/pki in accordance with this clause. 

A Notice can only be provided by email where: 

· The sender and recipient are holders of current certificates which have not been revoked, and 
· the sender digitally signs the message using the sender’s private authentication key. 

A Notice will be issued and posted to the relevant websites when any of the following events occurs: 
· A new Services Australia RCA and OCA CP or Services Australia CPS is approved. 
· There is a change or alteration to an existing Services Australia CP or Services Australia RCA CPS, and/or 
· Any other event which the Services Australia PMA deem appropriate. 
· If a party gives the other parties three Business Days’ notice of a change of its postal address or email address, a Notice is only given or made by that other party if it is delivered, posted, faxed or emailed to the latest postal or email address. 
A Notice is given or made as follows: 
· If it is delivered, when it is left at the relevant address  
· If it is sent by post, three Business Days after it is posted (seven days if posted to or from a place outside Australia)  
· If it is sent by email, as soon as the recipient’s host machine receives the Notice and the 
· Digital Signature has been verified and authenticated, and/or 
· If it is posted on the Services Australia website five Business Days after it is posted. 

If a Notice is delivered, or an error free transmission report in relation to it is received, on a day that is not a Business Day, or if on a Business Day, after 5pm on that day in the place of the party to whom it is sent, it is to be treated as having been given or made at the beginning of the next Business Day. 
[bookmark: _Toc238547732]9.12 Amendments 
The policy approval authority for this Services Australia RCA and OCA CP, the Services Australia RCA CPS, the Services Australia OCA CPS and related CP documents is the Services Australia PMA. 
[bookmark: _Toc238547733]9.12.1 Procedure for amendment 
Services Australia operates the Services Australia PMA which is responsible for setting certificate policies for the Healthcare Network PKI operated by Services Australia.  
The Services Australia PMA also gives internal approval to CPs within the Healthcare Network PKI operated by Services Australia.  
The Services Australia PMA is the General Manager or nominee, Health Service Delivery Division, Services Australia.  
All proposed amendments must be approved by the Services Australia PMA. 
[bookmark: _Toc238547734]9.12.2 Notification mechanism and period  
Amended or varied CPS and CPs will be posted at servicesaustralia.gov.au/pki as soon as practicable after approval by the Services Australia PMA. 
[bookmark: _Toc238547735]9.12.3 Circumstances under which OID must be changed  
Where a change to a CPS or CP is required, the OID of the policy will stay the same.  However, a new version number will be allocated by the Services Australia PMA on its endorsement of the amended CPS or CP. 
A new OID must be given when a new CP is created for a different CoI of Interest. 

[bookmark: _Toc238547736]9.13 Dispute resolution provisions 
Disputes arising out of the CP the certificates are issued under shall be resolved using the following processes:
 
· The parties shall use their best endeavours to resolve any problem that arises by negotiating with each other. 
· No party shall resort to court proceedings (except for proceedings necessary to seek an urgent interim relief) in respect of a dispute arising out of or in connection with the CP the certificates are issued under until the process outlined in this section has been exhausted. 
· If a problem arises (including a breach or an alleged breach) which is not resolved at the operational level or is sufficiently serious that it cannot be resolved at the operational level, the party with the problem shall notify the other party, and the management representatives of each of the parties shall endeavour to agree on a resolution. 
· If the management representatives of each of the parties fail to reach a solution to the dispute within five Business Days from the date notice of the problem was first given, the parties may seek to settle the matter by referring the issue for mediation, administered by the Australian Disputes Centre (ADC). 
· The mediation is to be conducted in accordance with the latest version of the ADC Mediation Guidelines to the extent that such guidelines are not inconsistent with any other provisions of this CP unless the mediation is administered by an organisation other than the ADC, in which case the mediation is to be conducted in accordance with the current guidelines of that organisation, to the extent that such guidelines are not inconsistent with any other provision of the CP the certificates is issued under. 
· If the dispute has not been settled within twenty eight (28) Business Days or other such period as agreed to in writing between the parties after the appointment of the mediator, the dispute may be submitted to arbitration administered by ADC and in accordance with their current arbitration guidelines. 
· The arbitrator shall not be the same person as the mediator. 
· The parties will promptly furnish to the arbitrator (imposing appropriate obligations of confidence) all information reasonably requested by the arbitrator relating to the dispute. 
· If either party breaches any provision of this section in relation to a dispute, the other party need not comply with that provision in relation to that same dispute. 
· Unless prevented by the nature of the dispute, the parties shall continue to perform in accordance with the CP the certificate is issued under while attempts are made to resolve the dispute. 
· The parties will share equally the fees and expenses of the mediator or the arbitrator. 
· Disputes relating to any contractual relationship referred to in or related to the CP the certificates are issued under, other than disputes relating to a CP, must be resolved in accordance with the contract governing that relationship. 
[bookmark: _Toc238547737]9.14 Governing law 
All CPSs and each CP are governed by, and are to be construed in accordance with, the laws from time to time in force in the Australian Capital Territory.  
The parties agree to submit to the courts having jurisdiction in the Australian Capital Territory. 
[bookmark: _Toc238547738]9.15 Compliance with applicable law 
In conducting the activities under the CP the certificates are issued under, all parties agree to abide by the provisions of all relevant legislation, and the requirements of any Commonwealth, State, Territory or local body. 
[bookmark: _Toc238547739]9.16 Miscellaneous provisions 
Clauses that relate to Intellectual Property Rights, safety, integrity, accuracy of information, confidentiality, privacy, liability and indemnity will survive the expiration or termination (for whatever reason) of this Services Australia RCA and OCA CP, the Services Australia RCA CPS, the Services Australia OCA CPS and the CP the certificate is issued. 
[bookmark: _Toc238547740]9.17 Other provisions 
For information about other provisions, refer to the Services Australia OCA CPS located at servicesaustralia.gov.au/pki.
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