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What you need to know
· Some people in remote communities may not know what fraud is or how it can affect them.
· Fraud can happen when someone uses another person's information, identity or payments without permission.
· Fraud is not always committed by strangers. Sometimes it involves people who are known to the customer.
· Sharing phones, devices, passwords or personal information can increase the risk of fraud.
· Helping people understand how to keep their information safe can help protect their payments and personal information.
What customers need to know
· Personal information and identity documents can be used by someone else to access their account, change details or misuse payments.
· Personal information includes things like their:
· address
· Customer Reference Number (CRN)
· phone number
· bank account details
· information about their family.
· Identity information includes documents that prove who they are, such as:
· a Medicare card
· concession card
· driver's licence
· other identity documents.
· Services Australia services are free.
· Customers should never pay someone to access a payment or service.
· We can arrange a free interpreter if a customer would like support in their preferred language.
· We can help if a customer is worried about their account, payments or personal information.
What you need to do
· Remind people not to share:
· myGov username and sign in details
· passwords
· bank account details
· identity documents
· Medicare card details with people they do not trust.
· Encourage people to keep identity documents and Services Australia letters in a safe place.
· Talk to people about the risks of sharing devices and passwords.
· Remind people to sign out when using a shared phone, tablet or computer.
· Encourage people to ask questions if they are unsure why someone wants their information.
· Encourage customers to contact Services Australia if:
· they think someone has accessed their account
· they think someone is using their payments
· their personal information has been shared without permission
· someone has changed their details without their knowledge
· they are worried about a nominee or representative managing their affairs.
· Support customers if they need to report fraud.
· Tell customers they can call the Indigenous Call Centre on 1800 136 380 and ask for a free interpreter if they would like support in their preferred language.
· Share information in your community about keeping payments and personal information safe.
Where you can get more information
· Information about payments and services is available in 12 Aboriginal and Torres Strait Islander languages on the Services Australia website. Search Information in your language or QC 25811.
· Search Scams and identity theft resources for community groups or QC 64866 on the Services Australia website to find factsheets, brochures and videos you can share with customers
· Information about SmartCard scams is available in 4 Aboriginal and Torres Strait Islander languages on the Services Australia website. Search Information in your language or QC 83283
· Connecting safely | First Nations | eSafety Commissioner
· Videos in other languages | First Nations | eSafety Commissioner
· Resources for First Nations peoples | Scamwatch
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