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Cyber Security Questionnaire / 
Declaration  
Overview 
In accordance with Protective Security Policy Framework (PSPF) Direction 001-2024-managing Foreign 
Ownership, control and Influence, Services Australia requires all suppliers of hardware, software and 
cloud services to undergo a cyber security assessment. 

The purpose of this business Cyber Security Questionnaire is to provide the agency with detailed 
information to assess supply chain risk against the agency’s ICT environment.  

Instructions 
This questionnaire covers a broad range of cyber security topics including Foreign Ownership, Control 
or Influence (FOCI), Security Practices, Transparency and Data Sovereignty.  

Elements of the questionnaire will require business involvement and possibly the re-seller. While 
multiple parties may be involved to answer some sections, the agency requests the business signatory 
to sign the declaration. 

Please complete all questions on this form. Mark ‘Yes’ or ‘No’ for each question. For answers of ‘Yes’, 
please provide details in the ‘Supporting Comments’ area to complete the answer.  

Only completed forms will be accepted. 

Information obtained will be held in confidence and in accordance with legislative requirements (e.g. 
Privacy Act 1988 and Freedom of Information Act 1982). In some cases, information may be passed to 
third parties (e.g. Australian Security Investments Commission) for verification purposes only. 

The terms “foreign person(s”) and “foreign corporation” has the interpretations given in the Foreign 
Acquisitions and Takeovers Act 1975. 

Please note: 
• All questions must be answered.
• Where appropriate provide as much information as possible to support your answer.
• Where you have answered ‘yes’ to a question, evidence must be available at the agency’s

request.
• Where you have answered ‘no’ or ‘unsure’, please provide a brief explanation as to why this is

the case.
• Assessment of a Business suitability will be made on the information provided in this

questionnaire. Please ensure your responses are true and correct to the best of your
knowledge.
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12 If applicable, has the business 
provided a Hardware Bill of 
Materials (HBOM)? If yes, 
please provide documentation. 

Yes/No  

13 Does the business follow a 
cyber security standard for their 
own system?  
e.g. NIST, ISO 27001, ISM, 
Essential 8 

Yes/No  

14 Does the business actively 
manage risks in their own 
supply chains (including sub-
contractors)? 

Yes/No  

15 Has the business’ service or 
product been independently 
security evaluated and listed on 
the Common Criteria Certified 
Product List?  

Yes/No 
https://www.
commoncrite
riaportal.org/
products 
/index.cfm 

 

1
6 

Has the business been 
compromised previously?  

Yes/No  

Transparency 
1
7 

Does the business conduct 
penetration testing regularly 
(min annually) on their products 
and services?  

Yes/No  

1
8 

Does the business allow 
externals to conduct 
penetration testing on the 
business’s products and 
services? 

Yes/No  

1
9 

 If applicable, do products and 
services operate with privileged 
access? 

Yes/No  

2
0 

If applicable, do products and 
services require enduring 
access to the internet? 

Yes/No  

Data Sovereignty 
2
1 

If applicable, will systems or 
data be accessed from 
anywhere other than Australia? 

Yes/No  

2
2  

Will data be stored anywhere 
other than in Australia? 

Yes/No  

2
3 

Is the data stored in a HCF 
certified data centre? 

Yes/No  

Business/Re-seller Questions 
2
4 

Does the business conduct 
background checks on 
individuals before they re 
employed?  

Yes/No  

2
5 

Does the business and/or re-
seller offer anonymity for 
purchasers if products are 
sourced from overseas? 

Yes/No  
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2
6

Is there any other factor(s) that 
indicates or demonstrates a 
capacity on the part of a foreign 
person(s) or foreign 
corporations to control or 
influence the operations or 
management of your 
organisation? 

Yes/No 

The business signatory is to sign the declaration: 

Acknowledgement 

☐ I declare that the information provided for the preparation of this activity statement is true and
correct.
(INSERT Signature Block here)

The Agency may seek clarification or additional information from you at any time. You must reply in 
writing to any request from the Agency under this section within 5 working days of that request.   
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