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Approval and version control

GM, MyGov and Core Systems This risk management plan is prepared in line with the agency’s Risk Management Policy and Framework and supporting
Approved by guidance found on the Risk Management Hub.

] Next review date 76 Aug 2024
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DETCWN I\l 08 Feb 2024 Version V1.4

Endorsed at EC 8 February 2024 EC24-000142
Review at EC 3 July 2024 EC24-000502
Review at EC October 2024

Approver’s
comments

By approving this risk management plan, | confirm:
e relevant officials (including identified risk, control and Recommended Treatment Owners) were consulted during the development of this plan,
e this plan has been appropriately completed, including the completeness of the risk assessment, links to relevant owners, consideration of the agency’s risk appetite and tolerances and recording of the risk decision,
e this plan will be a living document that will be actively monitored and reviewed at regular intervals,
e this plan will be circulated to relevant stakeholders and escalated to relevant senior executives and governance committees as required.
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Risk ID Risk Statement Control Residual Select Post- Risk Owner (responsible SES) Risk Decision — Risk Owner
There is a risk that/of... Effectiveness Risk Risk treatment Comments
Assessment Rating Tolerance Risk
Level Rating
Due to reliance on a single vendor our ability to retain ongoing support Partially effective High Low Low GM MyGov & Core Systems Risk rating changes to low. This is within
for M204 may be compromised. GM Infrastructure and Operations agency tolerance. Anticipated that the
. continuing to strengthen the strategic
1. GM TeChnC’lOgy Strategy, Business and partnership and future strategic contracts
Architecture treat this risk.
We are unable to attract, retain or develop staff with the requisite Partially effective | Very High Low Low GM Technology Strategy, Business and Risk ratitn? change; tlt:olow- This is wti]thinA
- H agency lolerance. roliowing comprenensive
expertise to adequately support the M204 systems. Architecture B review of the consequences and the
2 GM Workforce Capablllty effectiveness of the controls and treatments
. to intervene. Ongoing support for
implementation of the controls and
treatments required.
The investment in critical infrastructure support and non-production Partially effective Medium Low Low GM MyGov & Core Systems Risk 'atitnsll Changeﬁo low. This is Withfirfl Iy
. - . - . B agency tolerance. ere are a range of fu
environments _reqmred to maintain a current, secure and reliable state of GM Infrastructure and Operations treatments in place. High confidence in the
ISIS systems is unmet. ) ability of the effectiveness of the treatments.
3. GM Technology Strategy, Business and
Architecture
The complexity and integrated nature of the M204 system reduces our Partially effective High High Low GM, MyGov and Core Systems Risk fatitnsll Changeé totl_OW» IhiS is Wi't{“n
.- . . ’ agency tolerance. Continue to suppol
ability to respond quickly to government and potentially escalates costs. GM Technology Strategy, Business and implementation of treatments.
Architecture
4.
Important

Security and cyber risks have been considered in this review and are further detailed in the Income Security Integrated System/Model 204 (1ISIS/M204) Security Risk Management Plan.

The following risks in the security Risk Management plan have treatments which further complement this risk management plan:

e SRMP Risk 1 Governance and processes —S47E(d)
» SRMP Risk 9 Data Protection -s47E(d)
Access to this document requires approval from the National Manager, Application Infrastructure.

Note:
o Risk Tolerance is based on Strategic Management (Low) and Change Implementation (High)
¢ Inherent risk — The level of risk at the time of the assessment when no controls are implemented.
¢ Residual Risk — The level of risk remaining at the time of assessment when controls are implemented.
e Post treatment Risk — The level of risk remaining at the time of assessment with control and treatments implemented.
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Risk Context

Description

The Welfare Payment Infrastructure Transformation (WPIT) Programme Gateway End Stage Review was conducted by the Department of Finance and completed on 29 September 2023. The
review focused the outcomes of the Program under objectives identified in the initial proposal to government. These were:

e Improved customer experience

¢ Increased capability for customer facing staff
¢ Increased flexibility for government

¢ Reusable capability

e Retirement of legacy systems

The government agreed to descope the decommissioning of the ISIS and Model 204 legacy systems in Tranche 2, therefore, the need for the continued operation of these systems has not been a
factor in determining the Final Delivery Rating. Services Australia accepted all five recommendations from the final report.

This Risk Management Plan addresses the recommendation 2 - Assess the current risks of continuing to use the Model 204 platform, including ongoing vendor support and maintaining a skilled
workforce, and develop and implement a plan for managing those risks pending decommissioning.

Strategic Context

The 2023-2027 Technology Plan prioritises the development of an end-goal vision for the replacement of critical legacy systems. This involves developing a comprehensive investment strategy for
funding technological advancements. This risk analysis will identify the potential hazards associated with navigating the intricacies of the current transitional phase. The risk analysis will shape a
risk management plan to mitigate identified risks throughout the evolution of the technology landscape.

Scope of Risk Management Plan
This Risk Management Plan is designed to evaluate the risks associated with the ongoing use of the M204 platform, with the intent to guide short to mid-term strategies that guarantee secure and stable
operations during the overarching system transition.

Concurrently, risks inherent in the agency-wide system transformation are systematically integrated into the broader framework of enterprise risk management procedures and individual project risk
plans, ensuring a comprehensive and cohesive risk assessment approach.
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Risk Assessment

Date Raised | 27 November 2023
Due to reliance on a single vendor our ability to retain ongoing support for M204 may be compromised. Risk Type Threat
Risk Status | Open
GM, MyGov and Core Systems NM, Social Security and Welfare Systems

Risk Owner (responsible SES) Risk Manager

GM MyGov & Core Systems
Who is the shared owner of | GM Infrastructure and Operations

Shared Risk? | Shared risk this risk? | GM Technology Strategy, Business and Architecture

Agency Risk Theme and Tolerance

Refer to the risk theme and tolerances Strategic Management - Low Link to Top 8 Risk

tolerance 7.1CT SERVICE CONTINUITY - System outages significantly disrupt access to payments and other critical services

Note: causes and consequences are independent in affecting the risk.

Causes of risk - How could this happen? Control Ref Treatment Risk consequences — What are the consequences if the risk is realised? Control Ref Treatment Ref
Ref Refer to the Consequence Descriptors Table

S47E(d) 22 S47E(d)
T45

Inherent consequence

Inherent likelihood rating rating Inherent risk rating

Unlikel ) High
Baseline before controls are implemented y Refer to the Enterprise Extreme (o}

Consequence Descriptor Refer to the Enterprise Risk Assessment Matrix
table
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Existing Controls — What is in place now to control this risk?

Controls include activities/processes/procedures that are in place and have an impact on the causes or consequences of this risk being realised. You should be able to link each control to a cause or consequence as identified above.

Control
Criticality
Type of = Recommended Control
Ref control What will the control achieve and how gw:e'r]SK effg:‘:invterzle - Owner Control Ceora Assurance Last Next T
No (agency-wide What is the control? will it mitigate the risk? Control i (control (The control owner should T Tvoe informatio review review i Additional comments
. or group- (Control Guidance) Category the criticality owner) be a single individual within P yP n date due
Spodilic) of control to tho agency)
the risk)
NMWS(#:iaI Ssecurity and NM. Sodial s47E(d)
. : elfare Systems -
Agency-wide | S47E(d) sS47E(d Preventati - Partially Security and 17/06/2 | 16/12/202
c14 | Agenoyw (d) Ve Critical plsted e Other ey r OPEN
Systems
S47E(d) P tati NM, Social Security and NM, Social s47E(d)
A _wid s47E(d revenia . - Welfare Systems Security and 17/06/2 | 16/12/202
C1.2 g?:r(])(r:l)tlrgl e ( ) ve Critical Fully effective Welfare Other 024 4 OPEN
Systems
Note: Residual Risk is nisk rating with controls in place

o Il Control ) ) ) If residual risk

Evftfa;(a:tivezlzsl';) ' Residual Residual Risk Rating rating is outside

(Risk owner should Pf?rtlilly likelihood Unlikely Residual consequence rating Major Refer to the Risk High tOIerezg:re\,ti?i:‘ée you Yes

make this etiective rating Assessment Matrix treatments?
assessment) :
Accept with -
. - Risk Owner S47E(d)
Risk Decision further .
treatments
Page 5 of 17
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Proposed Treatments — What could be introduced to better manage this risk?

Risk
1 Treatments are a risk modification process to reduce a risk to an acceptable level. A treatment increases the effectiveness of a current control, replaces an existing control, or adds a new control/s. You should be able to link each treatment to a
cause or consequence as identified above.
Recommende
d Treatment
If improving Owner
) or replacing T o (The
Ref What is your an existing What is the treatment? What will the treatment achieve and how? ‘D'a'te first Priority t Anticipated Control category Recommended If treatment due date is changed
No R o Control Guidance (Control Guidance) Bl —sr e (low/med/high) Status Progress loains e (Control Guidance) e please explain
. going to do? please enter _— approved % Effectiveness Owner should )
control ref . be a single
no. D individual
within the
agency)
NM, Social
Create Procurement Plan to S47E(d) Security and S47E(d)
document the approach to Preventative Welfare
T11 Add new control vendor to discuss roadmaps and 8/02/2024 High Planned 0% 16/12/2024 Fully Effective Systems
strategic solutions to better align NM
to sustainable outcomes. Technology
Sourcing
NM, Social
s47E(d) Security and
Development of Strategic , ; Preventative Weliare
T1.2 | Add new control Contract 21/06/2024 High Planned 20% 16/12/2024 Fully Effective Systems
NM
Technology
Sourcing
_Pos.t-treatme_nt Rare Post-treatmen? Moderate Post Treatment Risk Rating Low Target Risk rating Low
likelihood rating consequence rating Refer to the Risk Assessment Matrix Refer to the Risk Themes and Tolerances
General Comments | There is strategic partnership maintained with the Vendor. There is high confidence in ability of the treatments to mitigate this risk.
Escalation path Risk is within agency tolerance.
Page 6 of 17
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We are unable to retain or develop staff with the requisite expertise to adequately support the M204 systems. Date Raised | 27 November 2023
Threat

Risk Type
Risk Status | Open

GM Technology Strategy, Business and

Risk Owner (responsible SES) | Architecture Risk Manager [ NM Technology Business Services
Shared Risk? | Shared risk Who is the shared owner of this risk? GM Workforce Capability
Agency Risk Theme and Tolerance Link to Top 8 Risk . . o
Refer to the risk theme and tolerances | Workforce - Low tolerance P 5.WORKFORCE CAPACITY & CAPABILITY - We fail to attract, retain and develop staff capabilities

Note: causes and consequences are independent in affecting the risk.

Causes of risk - How could this happen? Control Ref Treatment Ref Risk consequences — What are the consequences if the risk is realised? Control Ref Treatment Ref
Refer to the Consequence Descriptors Table

Inherent consequence

Inherent likelihood rating rating Inherent risk rating

Likely )
Baseline before controls are implemented Refer to the Enterprise Moderate
Consequence Descriptor

table

High
Refer to the Enterprise Risk Assessment Matrix
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Controls include activities/processes/procedures that are in place and have an impact on the causes or consequences of this risk being realised. You should be able to link each control to a cause or consequence as identified above.

Control
Type of “(—:r:g |[<1_::':|ty Recommended Control
. . Control Owner Control
Ref controI. . What W|II‘th.e cgr]trol achle_ve and Sy effectivenes (The Control Owner Assurance Assurant_:e qut Ngxt Control -
No. (a?)?nigljwnde What is the control? how Wcll(l) :]tt rr(r)‘llt(l-}gu?;: :2: risk? Ci‘::t?l g:aéenmnes s (control should be a single Implementer Type mfor:‘natlo rz\;lteew rec;l::w T Additional comments
. ~ ‘ l - - - - -
sp?aciﬁg) gory criticality of owner) individual within the
control to agency)
the risk)
s47E(d)
s47E(d) S47E(d) Preventativ ) . NM
Agency-wide e& Important Partially NM Technology Business Technology Other 8/08/20 | 12/01/20 OPEN
c21 control Comective p effective Services Business 24 25
Services
S47E(d)
Group-  |S47E(d) S47E(d) Preventativ N Partially | NM Technology i 1710612 | 16/12/20
c2.2 sc%ictgl)lc e Critical effective Sourcing gﬁﬁ?g?lg)qv Other 024 24 OPEN
SATE(d)
: NM
Group-  |S47E(d) s47E(d) Preventativ | .. _ Partially | NM Technology Business | Technology other 8/08/20 | 300620 | oen
c2.3 specific e effective Services Business 24 25
control Servicas
el ; Residual Risk Rating if residual risk ves
Effectiveness Partiall Residual . . ) . . rating is outside
R e d likelihood Possible Residual consequence rating Minor Refer to the Risk Medium tolerance, have you
make this effective rating Assessment Matrix identified
assessment) treatments?
Accept with -
- - Risk Owner E¥WIE)
Risk Decision further o
treatments
Page 8 of 17
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Proposed Treatments — What could be introduced to better manage this risk?

Risk
2 Treatments are a risk modification process to reduce a risk to an acceptable level. A treatment increases the effectiveness of a current control, replaces an existing control, or adds a new control/s. You should be able to link each treatment to a
cause or consequence as identified above.
Recommende
d Treatment
If improving Owner
or replacing T (The
Ref wtrr‘:;tlzzgtur ar;:::(t)llng What is the treatment? What will the treatment achieve and how? irE)i?i?t::s;r Priority t Due date ﬁ.’:::ﬁa::f Control category Reﬁ)(ggln?rﬂed If treatment due date is changed
. - ’ i 1 i - i i -
No going to do? please enter Control Guidance (Control Guidance) approved (low/med/high) Status Prog/:ess Effectiveness (Control Guidance) G e please explain
control ref . be a single
no. L individual
within the
agency)
s47E(d) 8/02/2024 S47E(d)
Add new s47E(d) Partially Preventative & NM
T21 control High Proposed 90% 30/09/2024 Effective Corrective Enterprise
Architecture
S47E(d) 8/02/2024 ) s47E(d)
S47E(d) ) NM, Social
122 Add hew Medium Closed 100% | 50212024 | Fully Effective Preventative | Security and
Systems
8/02/2024 s47E(d)
S47E(d) . NM
123 had et s47E(d) High Closed 100% | 3/07/2024 | Fully Effective Preventafive | Technology
Management
s47E(d) 8/02/2024 S47E(d)
Add new s47E(d) ) Partially Preventative
T2.4 control High In Progress 50% 30/09/2024 Effective CIDO
s47E(d) SATE() 8/02/2024 NM S47E(d)
Add new " o Partially Preventative Technology
T2.5 control Medium Closed 100% 3/07/2024 Effective Business
Services
Stocktake and remediate 8/02/2024 s47E(d)
knowledge and documentation "
T26 Add new gaps in the current state ISIS s47E(d) High In P 259 30/09/2024 Partially Prgventz:!ve & gwtl .
) control applications and M204 9 N Frogress ° Effective orrective Apcﬁ%gl?re
landscape.
Add new s47E(d) s47E(d) 8/02/2024 Partially Preventative & GM MyGov s47E(d)
T2.7 control Medium In Progress 25% 16/12/2024 Effective Corrective and Core
systems
S47E(d) -
s47E(d) TH6/2024 ) Preventative &
Add new s47E(d) " Partially - SES Branch
T2.8 control Medium In Progress 50% 30/09/2024 Effective Corrective Leads
Add new Targeted Recruitment plan to s47E(d) 7/06/2024 Partially Preventative & grc’ufi?vd:rid s47E(d)
T2.9 ensure full bench strength for High In progress 25% 30/06/2025 - Corrective
control P Effective Welfare
succession risks
Systems
Page 9 of 17
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Post-treatment Unlikel Post-treatment Minor Post Treatment Risk Rating Low Target Risk rating Low
likelihood rating y consequence rating Refer to the Risk Assessment Matrix Refer to the Risk Themes and Tolerances
General s47E(d)
Comments

Escalation path s47E(d)

Page 10 of 17
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Date Raised | 27 November 2023

The investment in critical infrastructure support and non-production environments required to . Threat
maintain a current, secure and reliable state of ISIS systems is unmet. Risk Type

Risk Status | Open

GM MyGov & Core Systems NM, Social Security and Welfare Systems

Risk Owner (responsible SES) Risk Manager

Devika Weereratne

Who is the shared owner GM Infrastructure and Operations

of this risk?

Risk 3

Shared Risk? | Shared risk
Josh Bosschieter a/g
GM Technology Strategy, Business and Architecture

Agency Risk Theme and
Tolerance | Payments & Services - Low Link to Top 8 Risk

Refer to the risk theme and tolerances | tolerance 7.1CT SERVICE CONTINUITY - System outages significantly disrupt access to payments and other critical services

Note: causes and consequences are independent in affecting the risk.

Causes of risk - How could this happen? Control Ref  Treatment Risk consequences — What are the consequences if the risk is realised? Control Ref Treatment
Ref Refer to the Consequence Descriptors Table Ref
s47E(d) C33 T3.1 s47E(d) C33 T3.1
T3.2
[s47E(d) T3.1 s47E(d) 132
T31
s47E(d) C32 T39 s47E(d) C32
C34 C34
S47E(d) C3 1 31 S47E(d) Cc31 T32
C3.2 T3.2 C3.2 T33
C34 C34
[s47E(d) C33 139 S47E(d) C37 T3.9
C36
s47E(d) T39 s47E(d) C3.7 T39
S47E(d) C31 T32 s47E(d) C31 T32
C36 C3.6
[s47E(d) T34 S47E(d) C31 T32
T35 C3.6 T3.6
T3.6
137
T3.8
T3.9
- . Inherent
Inherent likelihood rating ' consequence rating Inherent risk rating .
Baseline before controls are Likely Refer to the Enterprise Major o . Very High
implemented Conseqguence Descriptor Refer to the Enterprise Risk Assessment Matrix
table
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Existing Controls — What is in place now to control this risk?

Controls include activities/processes/procedures that are in place and have an impact on the causes or consequences of this risk being realised. You should be able to link each control to a cause or consequence as identified above.

Overall Control

Effectiveness (Risk Partially effective
owner should make this

assessment)

Residual
likelihood rating

Risk Decision

Accept with furthe
treatments Select
decision

Possible

Risk Owner
Comments

Residual consequence rating

Moderate

Residual Risk Rating

Refer to the Risk Assessment [V [=ls[18121}
Matrix

Control
Type of Sl L Recommended Control
. : (The risk
control What will the control achieve and how Control Owner Control Last Next
ﬁgf (agency-wide What is the control? will it mitigate the risk? Control g;girmn - effectiveness | (The control owner should be | Implementer AssTura:ce i‘:fs:::;'t'i‘;?‘ review review c;t’::l';:l Additional comments
. or group- (Control Guidance) Category the criticality (control owner) | a single individual within the yp date due
specific) of control to agency)
the risk)
S47E(d) s47E(d)
NM
Group-specific S47E(d) Preventati .- ; NM Technology Business Technology 14/06/20
Cc31 ptvo Vo Critical Fully effective | \1-0a gement Business Other 24 2/06/2025 | CLOSED
Management
SATE(d) S47E(d) b i NM Service s47E(d)
G g ifi revental - ; NM Service operations and operations Technical 26/03/20 | 26/01/202
Cc3.2 TOlégnSt?gCl C ve Chrtical Fully effective Management and Tests 24 6 CLOSED
Management
S47E(d) S47E(d) NM , s47E(d)
c3.3 Group- Preventati Important Fully effective | GM Technology Business Technology Technical 17/06/20 | 16/12/202 OPEN
. specific control ve Strategy and Architecture and Digital Tests 24 4
Assurance
S47E(d)
S47E(d) s47E(d) > . NM, Social
. reventati . Partially NM, Social Security and Security and Technical 8/08/202 | 12/01/202
G - fi
C34 rotégnst?;a ¢ ve Critical effective Welfare Systems Welfare Tests 4 5 OPEN
Systems
S47E(d)
- s47E(d) . , : Technical 29/01/20 | 31/12/202
Group-specific 547E(d) Preventati . Partially - - NM Enterprise OPEN
C3.5 control ve Critical effective NM Enterprise Architecture Architecture Tests 24 4
17/06/20 S47E(d)
SA7E(d) NM Service 24
Group-specific - . ] NM Service operations and operations Technical 28/06/202 Closed
C3.6 control s47E(d) Corrective | Critical Fully effective | o2 dement and Tests 5
Management
NM Staff Enabling Systems NM Staff s47E(d)
Enabling
Group_speciﬁc 347 E (d ) . .- . SyStemS Technical 28/06/20 28/06/202 Closed
c3.7 control s47E(d) Corrective | Critical Fully effective Tests 23 5

If residual risk rating is outside
tolerance, have you identified

treatments?

Yes
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Proposed Treatments — What could be introduced to better manage this risk?

Risk
3 Treatments are a risk modification process to reduce a risk to an acceptable level. A treatment increases the effectiveness of a current control, replaces an existing control, or adds a new control/s. You should be able to link each treatment to a
cause or consequence as identified above.
Recommende
d Treatment
If improving Owner
or replacing T (The
What is your an existing - . . Date first A Anticipated Recommended .
el | weament | “comro, | Whatiatheuesment? | Whatwilthe vesmentsctieveandhow? | matedor | (o S10M | gy forogress | Duedate | Treament | Contolcatedony | “oament | festment due dae s changed
. going to do? please enter = approved % Effectiveness Owner should )
control ref 2 be a single
no. D individual
within the
agency)
s47E(d) - s47E(d
Add new Define the holistic desired state Preventative & g&u?]%cf:] d (@)
T31 control and identity gaps and investment 8/02/2024 High In Progress 25% 30/06/2025 Fully Effective Corrective Welfare
required.
Systems
8/02/2024 s47E(d)
S47E(d) SATED Preventative & | ok S0ci
Add new - o . reventative Secunty and
T3.2 control High Closed 100% 6/06/2024 Fully Effective Corrective Welfare
Systems
s47E(d [s47E(d ) i
133 Add new @ @ . High Delayed 0% 30/06/2025 Partially omractive grc”?‘%c?’l‘d SATE
- control 9 Y ° Effective Welfare
Systems
S47E(d) 8/02/2024
Add new s47E(d) Partiall Preventative & NM 547E(d)
T34 control Medium Proposed 0% 30/06/2025 Effe ctiv):e Corrective Application
Infrastructure
s47E(d) [S47E(d) 8/02/2024
Add new Partiall Preventative & NM 547E(d)
T3.5 control Medium Proposed 0% 12/01/2025 Effe ctiv)(la Corrective Application
Infrastructure
s47E(d) s47E(d) 8/02/2024 . NM, Social
T3.6 Add new High InProgress | 99% | 12/01/2025 Partially P’Eﬁi"é?ﬂiﬁ & | secuityana | S47E()
. control Effective Welfare
Systems
Add new s47E(d) s47E(d) 8/02/2024 Preventative & NM Staff s47E(d)
T3.7 control Medium Closed 0% 21/06/2024 Not Effective Corrective Enabling
Systems
Add new 547E(d) SATE(D) 010212024 - - Preventative NM - s47E(d)
T3.8 control Medium Proposed 0% 31/03/2025 Fully Effective Application
Infrastructure
S47E(d) 8/02/2024
Add new Establish and implement Preventative & NM S47E(d)
T3.9 control processes to achieve target High Delayed 0% 30/06/2025 Fully Effective Corrective Enterprise
state for data mastery. Architecture
S47E(d) S47E(d) 8/02/2024 . NM
T30 | Addhew Medium Closed 100% | 8/08/2024 | Fully Effective Preventative | ppoicaion | 547 E(9)
Infrastructure
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Post-treatment
likelihood rating

Unlikely

General Comments

S47E(d)

Post-treatment
consequence rating

Minor

Post Treatment Risk Rating
Refer to the Risk Assessment Matrix

Low

Target Risk rating
Refer to the Risk Themes and Tolerances

Low

Escalation path
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The complexity and integrated nature of the M204 system reduces our ability to respond quickly to government Date Raised | 27 November 2023

and potentially escalates costs. . Threat
Risk Type

Risk Status | Open

< - - GM Technology Strategy, Business : . .
f/‘; Risk Owner (responsible SES) and Architecture Risk Manager | NM Enterprise Architecture
(14 Shared Risk? | Shared risk Who is the shared owner of | GM, MyGov and Core Systems
this risk?
Agency Risk Theme and Tolerance on Wi : :
Refer to the risk theme and tolerances E)?;r;%i;mplementatlon High sl R 4. CHANGE MANAGEMENT- We are unable to implement required change or program refinements

Note: causes and consequences are independent in affecting the risk.

Causes of risk - How could this happen? Control Ref Treatment Risk consequences — What are the consequences if the risk is realised? Control Ref Treatment Ref
Ref Refer to the Consequence Descriptors Table
s47E(d) C4.1 T41 s47E(d) T41 T41
"s47E(d) T4 S47E(d) Ta.1
[ s47E(d) T44 s47E(d) T44
[s47E(d) C42 T41 s47E(d)
's47E(d) T41 s47E(d) T41
s47E(d) T43 s47E(d) T43
"S47E(d) s47E(d)
Inherent consequence
Inherent likelihood rating . rating Inherent risk rating )
Likely . Minor Medium
Baseline before controls are implemented Refer to the Enterprise ) ) )
Conseguence Descriptor Refer to the Enterprise Risk Assessment Matrix
table
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Controls include activities/processes/procedures that are in place and have an impact on the causes or consequences of this risk being realised. You should be able to link each control to a cause or consequence as identified above.

S47E(d)

Control
Criticality
Type of . . (The risk Control JEEIIL L R Control
Ref control What will the control achieve and owner T ma Owner e Assurance Last Next ]
(agency-wide What is the control? how will it mitigate the risk? Control - (The Control Owner should informatio review review
No. or group- Control Guidance Category gﬁ;ecnﬁrt];g:listy (gﬁﬂggl be a single individual within e sz R n date due St
specific) ST the agency)
the risk)
Preventati NM, Social
Group- s47E(d) S47E(d ve & Partially NM, Social Security and | Securityand | Technical 17/06/2 | 16/12/202
Important OPEN
Ca1 specific Correctiv po effective Welfare Systems Welfare Tests 024 4
control e Systems
Preventati NM
Group- e &
c4.2 spegigc S47E(d) 547E(d) C(;Irrectiv Important Not assessed | NM Enterprise Architecture Entt_arprise Other 17(;22/2 16/ 13/202 OPEN
control e Architecture
If residual risk
Overall Control . Residual Risk Rating rating is outside
Effectiveness Partiall Residual : . . . : I h
e artially likelihood Possible Residual consequence rating Minor Refer to the Risk Medium tolerance, have you
sk e k eth'S o effective ti Assessment Matrix entned
make this rating aass e e~ treatments?
assessment)
Accept with -
Risk Decision further %‘Sk Ownter The overall risk is within the Agency'’s risk tolerance.
omments
treatments

Additional comments

S47E(d)

Yes
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o Proposed Treatments — What could be introduced to better manage this risk?
is
4 Treatments are a risk modification process to reduce a risk to an acceptable level. A treatment increases the effectiveness of a current control, replaces an existing control, or adds a new control/s. You should be able to link each treatment to a
cause or consequence as identified above.
Recommende
d Treatment
If improving Owner
or replacing e (The
What is your an existing : ’ ; - Date first s Anticipated Recommended -
el | westment | “conol, | VWreUistheuesment? | Wnatwiline tostmentachiove andhow? | iatedor | (oM | s [progress | Duedte | Tresment | Convolcstegery | froamen: | [Lestment due detis changec
. going to do? please enter —_— approved % Effectiveness Owner should :
control ref 2 be a single
no. e individual
within the
agency)
S47E(d) s47E(d) S47E(d)
i } NM
T4 Add new 8/02/2024 High Proposed 0% 30/06/2025 Partially Preventative Enterprise
control Effective -
Architecture
s47E(d) . . _ NM S47E(d)
Add new S47E(d) - Click here to Partially Preventative
T4.2 control 8/02/2024 High Closed 100% enter a date Effective Techno_logy
Sourcing
s47E(d)
s47E(d) NM
T43 Add hew S47E(d) 8/02/2024 High Closed 100% | IO Fuy Effective Cameciive Enterprise
’ o Architecture
s47E(d) s47E(d) s47E(d)
Ta4 Add new 8/02/2024 Medium Closed 100% Click here to Partially Preventative Entgrh;/)‘ris o
control enter a date Effective Architecture
Post-treatment Unlikel Post-treatment Minor Post Treatment Risk Rating Low Target Risk rating High
likelihood rating y consequence rating Refer to the Risk Assessment Matrix Refer to the Risk Themes and Tolerances 9
General s47E(d)
Comments
Escalation path No escalation required. This risk is within Agency tolerance.
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