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Hay coi chirng manh khée lira dao

Nhirng ké Itra dao thwéng mao nhan ho la ngwoi cia co quan dang tin cay, nhw Services
Australia.

Ho c6 thé gat quy vi dwa tién hodc cho ho biét thong tin d& ddi Iy cac khoan tién, dich vu va sw
tro giup.

Néu ké Ira déo 14y dwoc thong tin cla quy vi, ho c6 thé:

truy cap tai khoan ngan hang ctia quy vi va chuyén tién tr tai khoan nay

e mao danh quy vi ky hop ddng dién thoai va cac loai hop déng khac

e danh cép tién hwu bdng ctia quy vj

e truy cap email va tai khodn mang phwong tién truyén théng xa hdi ctia quy vi
e mao nhan la quy vi.

Néu mét tién vi bi Itra dao, quy vi nhiéu khi khéng lay lai dworc.
Nhirng thong tin ké Itra ddo mudn cé

Nhirng ké Itra dao cé thé tim cach lay:

e hovatén

e ngay sinh

e dija chi

e chitiét thé Medicare

e Centrelink Customer Reference Number (CRN)
e Ccéc gidy to tuy than

e chi tiét dang nhap myGov hoac cac ma lién két
e chitiét ngan hang

e matkhau.

Lam thé nao dé bao vé ban than

Dé bao vé théng tin ctia quy vi:

e biét nhan ra manh khée Itra ddo

e céan than khi cé ngwdi ndo do bat ngd tiép xuc véi quy vi, dac biét néu ho dat ra thdi han gép
rut

e khong bao gi® ndi cho ai biét cac ma lién két, mat khdu hoac cau tra 1&i cho nhirng cau hdi bi
mat clia quy Vi

e khong dé& cho ngudi khac st dung hodc nhin thay tai khodn myGov, hodc céc tai khoan tryc
tuyén khac cua quy vi

e st dung mat khau quy vi c6 thé nhé dé dang nhwng ngudi khac kho doan ra

e khoa thiét bi di ddong ctia quy vi dé& bao vé no khi quy vi khéng str dung né
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«  khoa hop thw dé bao dam thw tin clia quy vi khong bi an cép va sap xép dé chuyén thw tin vé
dia chi ma&i néu quy vi da déi dia chi.

Lam thé nao dé biét c6 phai la manh khoe Itra dao hay khéng

Quy vi c6 thé nhan ra manh khée Iira dao néu quy vi biét ching tdi lam nhirng viéc gi va chang toi
khbng lam nhirng viéc gi.

Nhirng viéc ching t6i lam

Chuing t6i co thé gl¥i cho quy vi email hogc tin nr;én van ban. Tin nhan ching tdi giri sé khéng co
tén hoac chi tiét lién lac cua quy vi, nhwng cé thé:

e yéu cau quy vi dat cudc hen, hodc nhac quy vi vé cudc hen

e cho quy vi biét vé cac khoan tién ctia quy vi

e xac nhan khi quy vi da ddi chi tiét cta quy vi

e cho quy vi biét néu quy vi c6 thw mai trong Hop thu dén cla tai khoan myGov.

Néu quy vi no chung t6i tién, ching téi sé glri thw cho quy vi.

Chung toi c6 thé goi dién thoai cho quy vi, nhung hay can than néu quy vi khong dang doi nhan
cudc goi cha ching tdi. Quy vi nén hai tén va chi tiét lién lac ciia nguwdi goi. Néu quy vi nght rang
nguwdi goi khdng phai la ching t6i, hay clp may va goi dién cho mét trong nhirng so dién thoai lién
quan dén khoan tién tro' cip do ching téi cap.

Nhirng viéc chung toi khong lam

Chung t6i s& khéng bao gi® yéu cau quy vi:

e cho chung toi biét mat khau hoadc Personal Identification Number (PIN)

e tratién dé ching téi gitp quy vi

e gWvi tién hodc chuyén tién cho chung tdi d& nhan dwoc khodan tién

e mua thé ting hoac phiéu ting

e bam vao cac link (dong chir dé néi két) hodc mé tép tin dinh kém email hodc tin nhan van ban

e cho ching toi biét théng tin ca nhan clia quy vi trén phwong tién truyén théng xa hoi, nhw
Facebook hoac Twitter

e cho chung t6i quyén truy cap vao may vi tinh hodc céc thiét bi ca nhan ctia quy vi.

Chung t6i cling khdng hop tac véi cac cong ty khac dé cung tng cho quy vi nhixng wu dai dc biét.
Phai lam gi néu bi Itra dao

Néu quy vi bi mét tién hodc cho ngudi khac biét thong tin ca nhan, quy vi nén:

e ghilai chi tiét nhirng gi da xay ra

e goi dién thoai ngay cho Scams and Identity Theft Helpdesk cuta chung t6i qua sb o
1800 941 126. Hay cho chung toi biét néu quy vi can thong dich vién va chung toi sé sap xep
thong dich vién mién phi.

e trinh bao sw viéc bang tiéng Anh tai scamwatch.gov.au
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Tim thém thong tin & dau

goi sb6 131 202 dé ndi chuyén véi ching t6i bang ngdn ngly clia quy vi vé cac khoan tro cap va
dich vu ctia Centrelink

goi cho Translating and Interpreting Service (TIS National) qua s6 131 450 dé néi chuyén voi
chung t6i bang ngdn ngir clia quy vi vé cac khoan tién tra va dich vu ctia Medicare va Child
Support

truy cap servicesaustralia.gov.au/yourlanguage tai day quy vi co thé doc, nghe hodc xem
thong tin bang ngdn nglr ctia minh

truy cap servicesaustralia.gov.au/scams dé biét thém thong tin bang tiéng Anh

t&i trung tam dich vu.

Lwu y: goi dén sb dién thoai bat diu bang sb ‘13’ bang dién thoai nha tir bat ky noi nao trén nuwéc
Uc sé bj tinh chi phi theo cwéc goi cb dinh. Cwéc goi nay cé thé khac véi cwde goi dia phwong va
cling c6 thé khac nhau tuy theo coéng ty dién thoai. goi dén sb dién thoai bat dau bang sé ‘1800’
bang dién thoai nha thi khong tén tién. Goi bang dién thoai cong cdng va dién thoai di ddng co thé
bi tinh theo th&i gian va cwdc goi cao hon.

Bai mién trach nhiém

Thong tin trong &n phdm nay chi nham muc dich hwéng dan vé cac khoan tre' cap va dich vu.
Quyét dinh c6 muodn xin lanh khoan trg' cap hay khéng va lam don theo hoan canh riéng ctia minh
la trach nhiém cda quy vi.
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Beware of scams

Scammers often pretend to be from trusted organisations, like Services Australia.

They may trick you into giving away money or information in return for payments, services and
help.

If a scammer gets your information, they can:

access your bank account and transfer money from it

use your name to set up a phone plan and other contracts
steal your superannuation

access your email and social media accounts

pretend to be you.

If you lose money because of a scam, you may not get it back.

Information scammers want

Scammers may try to get your:

full name

date of birth

address

Medicare card details

Centrelink Customer Reference Number (CRN)
identity documents

myGov sign in details or linking codes

bank details

passwords.

How to protect yourself

To protect your information:

know how to identify a scam

be careful when someone unexpectedly contacts you, especially if they have an urgent deadline
never tell anyone your linking codes, passwords or answers to your secret questions

do not let others use or see your myGov, or other online accounts

use a password that is easy for you to remember, but hard for others to guess

protect your mobile device by locking it when you are not using it

secure your mail by having a lock on your letterbox and redirecting your mail if you move.
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How to tell if it is a scam

You can identify a scam by knowing what we do and what we do not do.

Things we do

We may send you an email or text message. Our messages will not include your name or contact
details, but may:

e ask you to book, or remind you about, an appointment

¢ tell you about your payments

e confirm when you have changed your details

¢ tell you if you have a new message in your myGov Inbox.
If you owe us money, we will send you a letter.

We may call you, but be careful if you are not expecting a phone call from us. You should ask for
the caller’'s name and contact details. If you do not think the caller is us, hang up and call back on
one of our payment lines.

Things we do not do

We will never ask you to:

o tell us your password or Personal Identification Number (PIN)

e pay us to help you

e send or transfer money to us to get a payment

¢ buy gift cards or vouchers

e click on links or open attachments in emails or text messages

e give us your personal details on social media, like Facebook or Twitter
e give us access to your computer or personal devices.

We also do not work with other companies to give you special deals.

What to do if you have been scammed

If you have lost money or given away personal information, you should:
e keep arecord of what happened

o call our Scams and Identity Theft Helpdesk straight away on 1800 941 126. Let us know if you
need an interpreter and we will arrange one for free.

¢ report the incident in English at scamwatch.gov.au

Where to get more information

o call 131 202 to speak with us in your language about Centrelink payments and services

¢ call the Translating and Interpreting Service (TIS National) on 131 450 to speak with us in your
language about Medicare and Child Support payments and services
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e Qo to servicesaustralia.gov.au/yourlanguage where you can read, listen to or watch
information in your language

e Qo to servicesaustralia.gov.au/scams for more information in English
e Visit a service centre.

Note: calls from your home phone to ‘13’ numbers from anywhere in Australia are charged at a
fixed rate. That rate may vary from the price of a local call and may also vary between telephone
service providers. Calls to “1800' numbers from your home phone are free. Calls from public and
mobile phones may be timed and charged at a higher rate.

Disclaimer

The information contained in this publication is intended only as a guide to payments and services.
It's your responsibility to decide if you wish to apply for a payment and to make an application with
regard to your particular circumstances.


http://humanservices.gov.au/yourlanguage

