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Jihadharini na utapeli (scam)

Watapeli mara nyingi wanajifanya kutoka kwa mashirika ya kuaminika, kama Services Australia.
Wanaweza kukudanganya utoe pesa au habari kwa malipo ya huduma, malipo na msaada.
Ikiwa mtapeli anapata habari yako, anaweza:

o kupata akaunti yako ya benki na kuhamisha pesa kutoka hiyo

e kutumia jina lako kuanzisha mpango wa sim una mikataba mingine
¢ kuiba malipo yako ya uzeeni

e kupata akaunti zako za barua pepe na za mtandao wa kijamii

o kujifanya wewe.

Ikiwa unapoteza fedha kwa sababu ya utapeli, huenda hutazirudishwe.

Habari ambazo watapeli wanazotaka

Watapeli wanaweza kujaribu kupata:

e jina kamili

o tarehe yako ya kuzaliwa

e anwani yako

¢ habari za kadi ya Medicare

e Centrelink Customer Reference Number (CRN)

e nyaraka za kitambulisho

¢ maelezo ya kuingia au misimbo ya kuunganisha ya myGov
e habari za benki

e maneno ya siri.

Jinsi ya kujilinda

i kulinda habari yako:

e juajinsi ya kutambua utapeli

e uangalifu wakati mtu anakuwasiliana bila kutarajia, hasa ikiwa ana tarehe ya mwisho ya dharura

¢ usimwambie yeyote kamwe misimbo yako ya kuunganisha, maneno ya siri au majibu kwa
maswali yako ya siri

e usiruhusu wengine kutumia au kuona myGov yako, au akaunti nyingine za mtandaoni
e tumia neno la siri ambalo ni rahisi kwa wewe kukumbuka, lakini ni ngumu kwa wengine kudhani
¢ ulinde kifaa chako cha rununu kwa kukifunga wakati ambapo hukitumii

¢ weka barua zako salama kwa kuweka kufuli kwenye sanduku lako la barua na elekeza tena
barua yako ikiwa unahama.
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Jinsi ya kutambua ikiwa ni utapeli

Unaweza kutambua utapeli kwa kujua kile tunachofanya na ambacho hatufanyi.

Mambo tunayofanya

Tunaweza kukutumia barua pepe au ujumbe wa maandishi. Ujumbe wetu hautajumuisha jina lako
au habari ya mawasiliano, lakini tunaweza:

e kukuomba kupanga, au kukukumbusha kuhusu, miadi

¢ kukuambia juu ya malipo yako

o kuhakikisha wakati ambapo umebadilisha habari yako

o kukuambia ikiwa una ujumbe mpya katika Kikasha chako cha myGov.
Ikiwa unatudai pesa, tutakutumia barua.

Tunaweza kukupiga simu, lakini uangalifu ikiwa hautarajii simu kutoka kwetu. Unapaswa kuomba
kwa jina la mpigaji simu na habari yake ya mawasiliano. Ikiwa hufikiri mpigaji simu ni sisi, kata
simu na utupige simu kutumia moja ya laini yetu ya malipo.

Mambo ambayo hatufanyi

Hatutakuomba kamwe:

e kutuambi neno lako la siri au Personal Identification Number (PIN)
o kulipa sisi ili tukusaidie

¢ kutumia au kuhamisha pesa kwetu ili kupata malipo

e kununua kadi za zawadi au vocha

o kubonyeza kwenye viungo au kufungua viambatisho katika barua pepe au ujumbe wa
maandishi

¢ kutupa habari yako ya kibinafsi kwa mtandao wa kijamii, kama Facebook au Twitter
o kutupa ufikiaji kwa kompyuta au vifaa vya kibinafsi.
Pia hatufanyi kazi na kampuni nyingine kukupa dili maalum.

Nini cha kufanya ikiwa umetapeliwa

Ikiwa umepoteza pesa au umetoa habari za kibinafsi, unapaswa:
o kuweka kumbukumbu ya kile kilichotokea

e piga simu kwa Scams and ldentity Theft Helpdesk yetu mara moja kwa 1800 941 126.
Utujulishe ikiwa unahitaji mkalimani na tutapangilia mmoja kwa bure.

o kutoa taarifa tukio katika Kiingereza kwa scamwatch.gov.au

Wapi kupata habari zaidi

e piga simu kwa 131 202 202 ili kuongea nasi katika lugha yako juu ya malipo na huduma ya
Centrelink
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e piga simu kwa Translating and Interpreting Service (TIS National) kwa 131 450 ili kuongea nasi
katika lugha yako juu ya malipo na huduma ya Medicare na Child Support

¢ nenda kwa servicesaustralia.gov.au/yourlanguage ambapo unaweza kusoma, kusikiliza au
kutazama habari katika lugha yako

e nenda kwa servicesaustralia.gov.au/scams kwa habari zaidi katika Kiingereza
e tembelea kituo cha huduma.

Kumbuka: simu kutoka simu yako ya nyumbani kwenda nambari za ‘13’ kutoka popote nchini
Australia zinatozwa kwa kiwango kamili. Kiwango hicho kinaweza kutofautiana kutoka bei ya simu
ya mtaa na kinaweza pia kutofuatiana na watoaji huduma ya simu. Simu kwa nambari za ‘1800’
kutoka simu yako ya nyumbani hazina malipo. Simu kutoka simu za umma na za mkononi
zinaweza kupimwa kwa muda wao na kutozwa kwa kiwango cha juu zaidi.

Kanusho

Habari iliyomo katika chapisho hili inakusudiwa tu kuwa mwongozo kwa malipo na huduma. Ni
jukumu lako kuamua ukitaka kuomba kwa malipo na kufanya ombi kuhusiana na hali yako
maaluum.


http://humanservices.gov.au/yourlanguage
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Beware of scams

Scammers often pretend to be from trusted organisations, like Services Australia.

They may trick you into giving away money or information in return for payments, services and
help.

If a scammer gets your information, they can:

access your bank account and transfer money from it

use your name to set up a phone plan and other contracts
steal your superannuation

access your email and social media accounts

pretend to be you.

If you lose money because of a scam, you may not get it back.

Information scammers want

Scammers may try to get your:

full name

date of birth

address

Medicare card details

Centrelink Customer Reference Number (CRN)
identity documents

myGov sign in details or linking codes

bank details

passwords.

How to protect yourself

To protect your information:

know how to identify a scam

be careful when someone unexpectedly contacts you, especially if they have an urgent deadline
never tell anyone your linking codes, passwords or answers to your secret questions

do not let others use or see your myGov, or other online accounts

use a password that is easy for you to remember, but hard for others to guess

protect your mobile device by locking it when you are not using it

secure your mail by having a lock on your letterbox and redirecting your mail if you move.
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How to tell if it is a scam

You can identify a scam by knowing what we do and what we do not do.

Things we do

We may send you an email or text message. Our messages will not include your name or contact
details, but may:

e ask you to book, or remind you about, an appointment

¢ tell you about your payments

e confirm when you have changed your details

¢ tell you if you have a new message in your myGov Inbox.
If you owe us money, we will send you a letter.

We may call you, but be careful if you are not expecting a phone call from us. You should ask for
the caller’'s name and contact details. If you do not think the caller is us, hang up and call back on
one of our payment lines.

Things we do not do

We will never ask you to:

o tell us your password or Personal Identification Number (PIN)

e pay us to help you

e send or transfer money to us to get a payment

¢ buy gift cards or vouchers

e click on links or open attachments in emails or text messages

e give us your personal details on social media, like Facebook or Twitter
e give us access to your computer or personal devices.

We also do not work with other companies to give you special deals.

What to do if you have been scammed

If you have lost money or given away personal information, you should:
e keep a record of what happened

o call our Scams and Identity Theft Helpdesk straight away on 1800 941 126. Let us know if you
need an interpreter and we will arrange one for free.

e report the incident in English at scamwatch.gov.au

Where to get more information

e call 131 202 to speak with us in your language about Centrelink payments and services

¢ call the Translating and Interpreting Service (TIS National) on 131 450 to speak with us in your
language about Medicare and Child Support payments and services
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e Qo to servicesaustralia.gov.au/yourlanguage where you can read, listen to or watch
information in your language

e Qo to servicesaustralia.gov.au/scams for more information in English
e Visit a service centre.

Note: calls from your home phone to ‘13’ numbers from anywhere in Australia are charged at a
fixed rate. That rate may vary from the price of a local call and may also vary between telephone
service providers. Calls to “1800° numbers from your home phone are free. Calls from public and
mobile phones may be timed and charged at a higher rate.

Disclaimer

The information contained in this publication is intended only as a guide to payments and services.
It's your responsibility to decide if you wish to apply for a payment and to make an application with
regard to your particular circumstances.


http://humanservices.gov.au/yourlanguage

