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YyBajTe ce npeBapa

lMpeBapaHTK ce YeCcTo NpeacTaBibajy Kao cnyXb6eHnum opraHnsaumja o4 NnoBepersa, Ha npumep
Services Australia.

Mory ga Bac npeBape 1 HaBegy Ha TO Aa UM gaTte HoBal, unn nHdopmauuje aa bucte gobujanu
ucnnare, ycnyre n nomonh.

AKo npeBapaHT gofe Ao Bawunx nogataka, Moxe aa:.

¢ yhe y Baw 6aHKOBHM padyH u npebaum HoBal, ca hera

e KOPUCTK Balle uMe a OTBOPU payyH/nnaH 3a TenedoH 1 cknana pasHe gpyre yrosope
e yKpage Bally ylwTeheBnHy 13 NeHaunjckor hoHaa

e yhe y Baw nmejn n gpywiTeeHe meanje

e Ce npeacTaBrba Kao BU.

AKo naryéurte HoBau 360r npeBape, Mmoxaa Hehete mohu ga ra noBparuTe.

UHdopmMmaumje Koje npeBapaHTU OOUYHO Tpaxe

MNpeBapaHTK Mory Aa nokylajy Aa Aobujy Bawle:

e MyHO nve

e [faTyMm pohewa

e ajapecy

¢ nopgatke Medicare kapTuue

e Centrelink Customer Reference Number (CRN)

e VaeHTUUKaLNOHE JOKYMEHTe

e nojaTke 3a npujasremBake y myGov Hanor unu wndpe 3a nosesnBare
e nogaTtke GaHKOBHOI payyHa

e JIO3MHKe.

Kako pa ce 3awtuturte

[a bucTte 3awTuTUNIM CBOje nogaTke:
e HayuuTe Kako heTe npenosHaTu Aa ce paau o npesapu

e 0OyauTe ONpesHu kafa Bac HEKO HEOYEKMBAHO KOHTaKTMpa, HAapo4MTO ako TBPAM Aa je POk 3a
OHO LUTO TPaXW BPSIO KpaTak

e HVKOME HUKaja HeMojTe AaTtu CBoje Lndpe 3a NoBesvBambe, NO3MHKE U OAroBOpe Ha TajHa
nuTama

e He [03BONUTE Apyrnma Aa KopucTte unv Buae Baw myGov Hanor unv gpyre oHnajH
Hanore/payyHe

e ocTaBuTe NO3MHKY KOjy heTe nako 3anamTuTn, anu Kojy he apyru Tewko mohu aa noroge

e 3awWTUTUTE CBOj MOBMMNHM ypehaj Tako WwTo heTe ra 3akrbyyaTy Kaga ra He KoOpucTuTe
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e [OCTaBUTE KaTaHal Ha NnowTaHCKO CaHAy4Ye Aa BaM He oun Kpanu nowTy n npeycMmepuTe nowTy
aKo ce cenute.

Kako heTe 3HaTu ga ce pagu o npeBapu

lMpeBapy heTe npeno3HaTh Tako WTo heTe 3HaTh WTa M1 pagmmo, a LiTa He.

CTBapu Koje M pagumo

Mwn moxemo HeKaa Aa BaM noLiarbemo VIMejJ'I NN TEKCT NOPYKY. Hawe nopyke Hehe cagpxaBaTtu
Balle nMme Unn KOHTaKT nogartke, any Mmory aa:

e TpaxXe Oa 3aKaxXeTe TEPMUH 3a pa3roBop unum ga Bac noacete a nMmate 3aka3aH pa3roBop

e Bac obaBeluTaBajy o ucnnatama

e MOTBpPAE Aa CMO NPUMWUIIM Balle axypupaHe nogartke

e Bac obaBecTe Aa nmaTe HoOBY NMopyky y myGov MHGOKCY.
AKo Ham gyryjeTe HoBau, nocnahemo Bam NMCMo.

Moxxemo n ga Bac Ha3oBemo, anv OyguTe onpesHn ako He o4ekyjeTe TernedoHCKN No3mB of Hac.
Tpeba pa TpaxuTe nme 1 KOHTaKT nogaTke ocobe Koja Bac je Ha3Bana. Ako MUCnUTe Aa Nos3vB
HWje of Hac, NPeknHNTE Be3y N Ha30BUTE HAcC Ha jefaH of 6pojeBa TenedoHa koje 30BeTe Kaja ce
pacnuTyjeTe o ucnnarama.

LlUTa mn He pagnmo

Mwu Hukap Hehemo TpaxuTu of Bac Aaa:.

e HaMm kaxeTe no3unHky unu Personal Identification Number (PIN)

e Ham nnatute ga 6Gucmo Bam nomornm

e nowarbete unu npebauumTte HOBaL, Ha HaLW payvyH ga 6ucte gobunu ucnnaty

e KynuTe NOKMOH KapTuLe unu sayvepe

® MPUTUCHETE NMHKOBE UM OTBOPUTE JoAaTKe UMEjra Unn TEKCT Nopyka

e Ham gaTe NM4He nodaTke Ha ApyWTBEHMM Meaujuma, Ha npumep Facebook-y unu Twitter-y
e HaMm gaTe npuCTyn Ballem KOMMjyTepy unm nuyHumM ypehajuma.

Mwu Takohe He capafyjemo ca gpyrum KomnaHvjama ga 6 Bam fasane cneuujanHe nonycre.

LLUTta ga paguTe ako cTe XpTBa npeBape

AKko cTe n3rybunu Hoau, Unu 4anu nuyHe noaatke, Tpeba ga:
e HanuuleTe WTa ce Aecuno

e oamax HasoBeTe Haly cnyx0y 3a npesape - Scams and ldentity Theft Helpdesk - Ha 1800 941
126. PeuunTe Ham ako Bam je notpebaH npesogunay, u mm hemo Bam ra nos3saTu, WwWto he 3a Bac
6uTtn 6ecnnatHa ycnyra.

® npujaBuTe MHUMAEHT HaA eHrneckom Ha scamwatch.gov.au
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oe hete Hahu Buwe nHdopmauumja

HasosuTe 131 202 ga pasroBapaTte ca HamMma Ha BalLeM je3nky O ucnnaTtama u ycrnyrama
Centrelink-a

HasosuTe Translating and Interpreting Service (TIS National) Ha 131 450 na pasrosaparte ca
HamMa Ha BalleM je3nKy O ncnnatama u ycnyrama Medicare-a n Child Support-a

nornegajte servicesaustralia.gov.au/yourlanguage rge MoxeTte ga npouvrtare, nocnywarte
unu nornegarte UHopmaumje Ha BalleM je3nky

nornefajte servicesaustralia.gov.au/scams 3a Buile MHopMaLmja Ha eHrNeckoM

noceTunTe yCcnyxHu ueHTtap.

Maxra: no3meu ca kyhHor TenedoHa Ha 6pojeBe koju nounky ca '13' s 6uno kor mecta y
AycTtpanuju ce Hannahyjy no dukcHoj LeHn. Ta ueHa moxe Aa byae pasnuunta og LeHe nokanHor
no3mBa N MoXxe Aa 3aBucu o4 TenedoHcke komnaHuje. No3nen Ha Gpojese Koju novmky ca 1800
ca kyhHor TenedoHa cy 6ecnnaTtHu. o3nBuK ca jaBHUX U MOBUNHKX TenedoHa mMory ga ce mepe
nMmnyfncuma v HannaTe no BULLOj Tapudu.

Oppvuawe o4 oAroBOPHOCTU

MHudbopmauumje y oBoj nybnukaumju Tpeba ga ce cmartpajy camo Bogudem 3a ucnnarte un ycnyre. Bu
camu Tpeba aga oanyuute ga nNu xenuTe aa nogHeceTe Monby 3a HEKY ucnnaty u aa 1o yYnHuTe
nmajyhu y Buay Bawue crneumduyHe oKOmNHOCTU.


http://humanservices.gov.au/yourlanguage
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Beware of scams

Scammers often pretend to be from trusted organisations, like Services Australia.

They may trick you into giving away money or information in return for payments, services and
help.

If a scammer gets your information, they can:

access your bank account and transfer money from it

use your name to set up a phone plan and other contracts
steal your superannuation

access your email and social media accounts

pretend to be you.

If you lose money because of a scam, you may not get it back.

Information scammers want

Scammers may try to get your:

full name

date of birth

address

Medicare card details

Centrelink Customer Reference Number (CRN)
identity documents

myGov sign in details or linking codes

bank details

passwords.

How to protect yourself

To protect your information:

know how to identify a scam

be careful when someone unexpectedly contacts you, especially if they have an urgent deadline
never tell anyone your linking codes, passwords or answers to your secret questions

do not let others use or see your myGov, or other online accounts

use a password that is easy for you to remember, but hard for others to guess

protect your mobile device by locking it when you are not using it

secure your mail by having a lock on your letterbox and redirecting your mail if you move.
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How to tell if it is a scam

You can identify a scam by knowing what we do and what we do not do.

Things we do

We may send you an email or text message. Our messages will not include your name or contact
details, but may:

e ask you to book, or remind you about, an appointment

¢ tell you about your payments

e confirm when you have changed your details

¢ tell you if you have a new message in your myGov Inbox.
If you owe us money, we will send you a letter.

We may call you, but be careful if you are not expecting a phone call from us. You should ask for
the caller’'s name and contact details. If you do not think the caller is us, hang up and call back on
one of our payment lines.

Things we do not do

We will never ask you to:

o tell us your password or Personal Identification Number (PIN)

e pay us to help you

e send or transfer money to us to get a payment

¢ buy gift cards or vouchers

e click on links or open attachments in emails or text messages

e give us your personal details on social media, like Facebook or Twitter
e give us access to your computer or personal devices.

We also do not work with other companies to give you special deals.

What to do if you have been scammed

If you have lost money or given away personal information, you should:
e keep a record of what happened

o call our Scams and Identity Theft Helpdesk straight away on 1800 941 126. Let us know if you
need an interpreter and we will arrange one for free.

¢ report the incident in English at scamwatch.gov.au

Where to get more information

e call 131 202 to speak with us in your language about Centrelink payments and services

¢ call the Translating and Interpreting Service (TIS National) on 131 450 to speak with us in your
language about Medicare and Child Support payments and services
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e Qo to servicesaustralia.gov.au/yourlanguage where you can read, listen to or watch
information in your language

e Qo to servicesaustralia.gov.au/scams for more information in English
e Visit a service centre.

Note: calls from your home phone to ‘13’ numbers from anywhere in Australia are charged at a
fixed rate. That rate may vary from the price of a local call and may also vary between telephone
service providers. Calls to “1800' numbers from your home phone are free. Calls from public and
mobile phones may be timed and charged at a higher rate.

Disclaimer

The information contained in this publication is intended only as a guide to payments and services.
It's your responsibility to decide if you wish to apply for a payment and to make an application with
regard to your particular circumstances.
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