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OcTteperantecb MOLUEHHUYECKUX CXEM

MoLueHHMKM YacTo BbiaaloT cebst 3a paboTHMKOB OpraHu3aLuii, Bbi3biBaOLUX AOBEPUE, TAaKMUX Kak
Services Australia.

OHun moryT obmaHoOM 3acTaBuTb Bac OTAaTb UM AEHbIM UM COOBLWUTL MM MHOPpMaLUno B OOMeH
Ha obelaHnsa nnaTexen, ycnyr n noMoLLMN.

Ecnu moweHHuKM nonyyaT 40CTyn K Ballen MHopmawmMm, OHU MOTYT:

nony4ynTb AOCTYyN K BallemMmy 68HKOBCKOMy cyeTy n nepeBodnTb C HEro AeHbrn

MCMnonb3oBaTh Balle UMsi, YTOObI 3aKMOYMTL TapudHbIV NiaH Ha TenedoHHbIe YCyru, a Takke
ApYrue KOHTpaKTbl

YKpacCTb Ball NEHCUOHHbIE HaKoNneHnA
nonyynTb AOCTyN K BaLLlewn SﬂeKTpOHHOIZ no4yTe " y4eTHbIM 3anmcqam B coumnaribHbIX CeTAX

BblgaBaThb cebs 3a Bac.

Ecnu Bbl nortepsiete AeéHbrm n3-3a MolleHHn4YeCTBa, Bbl MOXeTe He NoNy4YnuTb UX O6paTHO.

Kakyro nHdpopmauuio XoTAT NONY4YUTb MOLUEHHUKU

MoLueHHWKK MOTYT NONbITATbCA MOJTYHYNUTb:

BaLle NOsfHoe UMS

AaTty poxaeHus

agpec

pekBu3nTbl KapTbl Medicare

Centrelink Customer Reference Number (CRN)
AaHHble JOKYMEHTOB, YAOCTOBEPAOLWMX MMYHOCTb
AaHHble Ansa Bxoga B myGov vnm KoAbl CCbINTOK
GaHKOBCKNE PEKBU3UTDI

naponmu.

Kak 3awmtuTtb cebs

[nsa 3awuTbl Bawen MHpopmauumm:

3HanTe, Kak pacno3HaTb MOLLEHHNYECTBO

ByabTe OCTOPOXHbI, KOrAa KTO-TO HEOXMOAHHO CBA3bLIBAETCH C BaMu, 0COBGEHHO eCrni OHU
rOBOPAT, YTO 3TO CPOYHOE AENO

HUKOra HUKOMY He CoObLLIaNTe CBOM KOAbl CChINOK, Naponu U OTBETbl HA CEKPETHbIEe
BOMPOCHI

He No3BOnsNTe APYrMM UCMOSb30BaTb UM BUAETH Bally YYETHYH 3anuch (akkayHT) myGov unm
Apyrvue akkayHTbl B IHTepHeTe

I/ICI'IOJ'IbSyI7ITe naporsb, KOTOprI7I J1erko 3anOMHUTb BaM, HO TPyAHO yraaatb Apyrmm
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e 3aluUTUTE CBOe MObUNbHOE yCTpOVICTBO, 3a6J'IOKVIpOBaB ero, Korga Bbl UM He MNOoJ1b3yeTeCb

e 3alNTUTE CBOKO NOYTY, NOBECUB 3aMOK Ha NOYTOBbIN ALMK, U nepeHarnpaBsbTe NOYTY Ha ,D,pyr0|7|
agpec, ecin Bbl nepee3xaeTe.

Kak pacno3Hatb MOWEeHHNn4YeCcTBO

Bbl MOXeTe pacrnosHaTb MOLLEHHMYECTBO, 3Has!, YTO Mbl AeNaeM, a Yero He genaem.

Yto Mmbl Aenaem

Mbl MOXEM OTNpaBuUTb BaM 3NEKTPOHHOE MUCbMO UMK TEKCTOBOE coobuleHne (cmc). Hawwm
coobLeHnss He ByayT coaepxaTb Ballero UMeHU UM KOHTaKTHbIX AaHHbIX, HO MOTYT:

e [ONPOCUTb Bac 3anucaTbCs Ha NPMeM UIM HaNoMHUTL BaM O BCTpeYe

e yBEJOMWUTb Bac O BalUMX Nnatexax

e NoaTBEPANTb, YTO Bbl U3BMEHWIU CBOU [JaHHblEe

e coo6WunTL Bam, 4To B nanke Inbox («Bxoaswme») B myGov y Bac HoBoe coobLueHme.
Ecnu Bbl AOMKHBI HAM AEHbIN, TO Mbl OTPaBMM BaM MUCLMO.

MbI MOXXEM NO3BOHUTL BaM, HO 6yane OCTOpPOXHbI, €CI Bbl HE OXXMagaeTe OT Hac Tel'led)OHHOFO
3BOHKa. Bam cnenyert CnpoCUTb UMA U KOHTaAKTHbIEe AaHHble 3BOHALLErO. Ecnu BbI cumTaete, 4to
3BOHOK NCXOOUT HEe OT HacC, NMoJIoXnuTte pr6|<y n nepe3BoHNTE HaM NoO OAHOMY M3 HaLUKUX
Teﬂe(bOHHbIX HOMeEPOB, OTHOCALLMXCA K BbiMjiaTaMm.

Yero mbl He genaem

Mkl HUKOrAA He NonNpocuM Bac:

e coobwunTb Ham ceow naponb unu Personal Identification Number (PIN)

e nnaTUTb HaMm 3a NOMOLLb

e OTNPaBWUTb UMK NEPEBECTU HaM AeHbrM, YTOObl NONYYNTb NnaTex

® KyMuUTb NOAApPOYHbIE KapTbl UMK Bayyepbl

® HaXaTb Ha CCbIMKW UIMN OTKPbITb BIIOXXEHWUS B SNEKTPOHHbIX UITN TEKCTOBLIX COOBLLIEHMAX

e MpenocTaBuUTb HAM CBOM NINYHLIE JaHHbIE B COLMATbHbIX CETSIX, TaKMX Kak Facebook nnu
Twitter

e NpefocTaBUTb HAM AOCTYN K BalleMy KOMMbOTEPY UIU NIMYHBbIM YCTPOWCTBAM.

Mol Takke He pa60TaeM C ApyrmMmm KomnaHunAmMu, 4yTOObI AeNnaTb BaMm crieumarnbHble npennoXeHud.

Uto penartb, ecnu Bac o6MaHynu

Ecnu Bbl noTepsanu AeHbrn nnu packpbinun NnYHy0 MHopmMauuo, Bam cneayer:
e BECTW 3anncy O TOM, YTO NPOM3OLLIIO

* HeMeaJSIeHHO NO3BOHUTL B Haly crny0y Scams and Identity Theft Helpdesk no TenedoHny 1800
941 126. CoobwuTe Ham, ecnu BamMm NOHAO0OUTCA NePeBOAYMK, U Mbl NPEOOCTAaBMM BaM €ro
©ecnnartHo.

e COOBLWNTb 00 MHUMAEHTE Ha aHIMIMNCKOM s3blke Ha scamwatch.gov.au
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Ae MOXHO NONyYUTb JOMNOSTHUTENbHY MH(opMaLULo

e no3BoHuTE No TenedoHy 131 202, 4yTobbl MOroBOPUTL C HAMM Ha BaLLEM SA3blke O NraTexax u
ycnyrax ot Centrelink

e no3soHuTe B Translating and Interpreting Service (TIS National) no TenedgoHy 131 450, 4To6bI
NOroBOpUTb C HAMK Ha BaLLEM SA3blke O Bblnnartax u ycnyrax no nporpammam Medicare n Child
Support

e nepenguTe Ha canT servicesaustralia.gov.au/yourlanguage, rae Bbl MOXeTe NpoYnTaTh,
nocnywaTtb UM NOCMOTPETb MHPOPMALIMIO HA CBOEM S3bIKE

e nepengute Ha servicesaustralia.gov.au/scams gnsa nonyyYeHns 4ONONMHUTENbHOWN
MHOPMaLMM Ha aHIMNNCKOM Si3bIKe

e [loceTuTe OQUH M3 HALLKNX LIeHTPOB 0BCNYXMBaHUS.

lMprmeyvaHne: 3BOHKM C AOMALLHEro TenedoHa Ha Homepa, HauMHarLwmecs ¢ «13», ua nobon
TOYKM ABCTpanuu onnayvneatoTcs No PUKCUPOBAHHOM CTaBKE. OTa CTaBKa MOXET OTNn4YaTbCs OT
CTOMMOCTM MECTHOrO 3BOHKa, a Takke MOXET BapbUpOBaTbLCA B 3aBUCMMOCTM OT NOCTaBLUMKA
ycnyr TenedoHHON CBA3N. 3BOHKM Ha HOMepa, HaunHarowmecs ¢ «1800», ¢ goMallHero TenedoHa
6ecnnaTHbl. CTOMMOCTb 3BOHKOB C OOLLECTBEHHBIX 1 MOBUIBHBIX TENEOHOB MOXET
TapunumpoBaTbCs N0 BpEMEHU U B3MMaTbCs No 6onee BbICOKOMY Tapudy.

OTKa3 oT OTBETCTBEHHOCTU (AUCKIenmep)

NHdopmauums, cogepkallascs B 3Tol nybnukaumm, npegHasHavyeHa TONbKO AN 03HAKOMITIEHMS C
nnarexamm v ycrnyramu. Bbl 4OMKHBI CAMOCTOSATENBHO PELUNTL, XOTUTE N Bbl NOAAaTh 3asiBleHne
Ha nnaTexu, 1 nogaTb 3asiBNIiEHUE C Y4ETOM BaLUMX KOHKPETHbIX O0GCTOATENbLCTB.


http://humanservices.gov.au/yourlanguage
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Beware of scams

Scammers often pretend to be from trusted organisations, like Services Australia.

They may trick you into giving away money or information in return for payments, services and
help.

If a scammer gets your information, they can:

access your bank account and transfer money from it

use your name to set up a phone plan and other contracts
steal your superannuation

access your email and social media accounts

pretend to be you.

If you lose money because of a scam, you may not get it back.

Information scammers want

Scammers may try to get your:

full name

date of birth

address

Medicare card details

Centrelink Customer Reference Number (CRN)
identity documents

myGov sign in details or linking codes

bank details

passwords.

How to protect yourself

To protect your information:

know how to identify a scam

be careful when someone unexpectedly contacts you, especially if they have an urgent deadline
never tell anyone your linking codes, passwords or answers to your secret questions

do not let others use or see your myGov, or other online accounts

use a password that is easy for you to remember, but hard for others to guess

protect your mobile device by locking it when you are not using it

secure your mail by having a lock on your letterbox and redirecting your mail if you move.
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How to tell if it is a scam

You can identify a scam by knowing what we do and what we do not do.

Things we do

We may send you an email or text message. Our messages will not include your name or contact
details, but may:

e ask you to book, or remind you about, an appointment

¢ tell you about your payments

e confirm when you have changed your details

¢ tell you if you have a new message in your myGov Inbox.
If you owe us money, we will send you a letter.

We may call you, but be careful if you are not expecting a phone call from us. You should ask for
the caller’'s name and contact details. If you do not think the caller is us, hang up and call back on
one of our payment lines.

Things we do not do

We will never ask you to:

o tell us your password or Personal Identification Number (PIN)

e pay us to help you

e send or transfer money to us to get a payment

¢ buy gift cards or vouchers

e click on links or open attachments in emails or text messages

e give us your personal details on social media, like Facebook or Twitter
e give us access to your computer or personal devices.

We also do not work with other companies to give you special deals.

What to do if you have been scammed

If you have lost money or given away personal information, you should:
e keep a record of what happened

o call our Scams and Identity Theft Helpdesk straight away on 1800 941 126. Let us know if you
need an interpreter and we will arrange one for free.

e report the incident in English at scamwatch.gov.au

Where to get more information

e call 131 202 to speak with us in your language about Centrelink payments and services

¢ call the Translating and Interpreting Service (TIS National) on 131 450 to speak with us in your
language about Medicare and Child Support payments and services
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e Qo to servicesaustralia.gov.au/yourlanguage where you can read, listen to or watch
information in your language

e Qo to servicesaustralia.gov.au/scams for more information in English
e Visit a service centre.

Note: calls from your home phone to ‘13’ numbers from anywhere in Australia are charged at a
fixed rate. That rate may vary from the price of a local call and may also vary between telephone
service providers. Calls to “1800' numbers from your home phone are free. Calls from public and
mobile phones may be timed and charged at a higher rate.

Disclaimer

The information contained in this publication is intended only as a guide to payments and services.
It's your responsibility to decide if you wish to apply for a payment and to make an application with
regard to your particular circumstances.


http://humanservices.gov.au/yourlanguage

