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Mas3eTe ce og uamamm

M3mamHuumMTe 4YecTo ce npeTcTaByBaaT Aeka ce 04 BepOoAOCTOjHN OpraHm3aumm, Kako LWTo e
Services Australia.

Tve 61 Moxene ga Be uamamart ga UM aageTe napv Unuv nogaTtoum Bo 3aMeHa 3a ucnnatu, ycnyru
1 NOMOLL.

AKO N3MaMHUKOT v fobue BaluuTe nogaToum, Toj/Taa MoXe:

e [a uma npucTtan Ha Bawarta 6aHKoBHa cMeTKa M Aa npedpna napu og Hea

e [1a ro KOpUCTK BaLLETO UME 3a Aa OTBOPM MNiaH 3a TenedoH 1 Apyrn JOroBopu

e [1aro yKpage BawmoT ,superannuation®

e [a MMa npucTan Ha BallaTa MMeji CMeTKa M Ha BallaTa CMeTKa Ha coumjanHmuTe Mpexu
e [a Cce NpeTcTaByBa JAeka CTe Bue.

AKo 3arybuTte napu nopagu usmama, Moxe ga He ru gobueTte Hasag.

NMogaTouu WITO U3MaMHMLUUTE M Gapaar

N3mamHmumTe Mmoxe ga ce obugat aa rm gobujat BaweTo:

* 1Me n nNpesume

e [faTyM Ha parawbe

e agpeca

e nopgartouu Bo Medicare kapTtaTta

e Centrelink Customer Reference Number (CRN)

® [OKYMEHTU 3a ngeHtudukaunja

e ogartoum 3a npujaByBake (Sign in) unu kogosute 3a noBp3yBawe (linking codes) Ha myGov
e DaHKOBHW NogaToumn

e 1103MHKK (passwords).

Kako pa ce 3awtuturte

3a ga v 3awTuTuTe BalnTe NoaaTouu:
. Tp868 [Ja 3HaeTe KaKo ga npeno3Haete namMmama

e [na GupeTe BHMUMATESHU KOra HEKOj HEOYEKYBaHO BE KOHTaKTMpa, 0cobeHo ako UTHo Gapa
HeLTo

e HUKOrall He My v KaxyBajTe HMKOMY BalluTe KOAOBU 3a MOoBp3yBaHe, NIO3NHKN U O4roBOPU
Ha TajHWUTe npallawa

e He [03BOJIyBajTe HEKOj APYT Aa ja KOPUCTU v BMAM Bawata myGov unuv apyra MHTEpHeT
cmeTka

e KOpUCTeTe NO3MHKa LUTO BM € JIeCHO [a ja 3anaMTuTe, HO ApYrk TeLLKO Aa MoXarT Aa ja
npeTnocrasar
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e 3alITUTETE ro BalUMOT MOOUNEH anapart Cco Toa WTOo Ke ro 3aKny4unTe Kora He ro Kopuctute

e OCUrypajTe ja BallaTa noLuTa Co 3ak/ydyBake Ha BalleTo MOLITEHCKO caHAayve Co KaTaHel U co
npakatse Ha nowiTaTta Ha Apyra agpeca ako ce cenuTe.

Kako Ke 3HaeTe ganuv e usmama

Bue moxeTe ga npeno3HaeTe namama Cco Toa WTOo Ke 3HaeTe LUTO Hue npasume, a WTo He
npaBumve.

HewTa wro rm npaBume

Hne moxe ga BM npatume nopaka no uHTepHet (email) nnu TekcT nopaka Ha BawmnoT TenedoH. Bo
HaluTe NopakM Hema Aa buaaTt HaBeaeHW BaeTo UME UM NOAATOLM 33 KOHTaKT, HO MOXeE:

e [fa nobapame of Bac da 3akaxeTe cpenba unm ga Be NOTCETUME Ha 3akakaHa cpeabda

e [a BM pevyeMe 3a Balute ucnnatu

e [a NoTBpAMME KOra CTe M CMeHune BawunTe nogatoum

e [a BU peyvyeMe geKka nmate HoBa nopaka BO BaLLETO myGov caHpgaude.
AKO HUK gomkute napu, Ke BK npatnme nncmo.

Huve moxe fa Bu ce jaBume, HO BuaeTe NpeTnasnmemM ako He oveKyBaTe Hall TeNedOHCKN NOBWK.
Bue moxe Oa npaiuate 3a MMETO Ha NMLETO KOE Ce jaByBa M 3a HEroBMTE NoAaToOLM 33 KOHTAKT.
AKO Mucnnte geka nuueTo He e of Services Australia, npekMHeTe ja BpckaTa 1 jaBeTe ce Ha
HeKoja Of HalIMTe NMHUK 3a UcnnaTu.

HewTa wTo He rm npaBume

Hwe Hukoraw Hema fa 6apame of Bac:

e [a Hu ja peyeTe Bawarta noaunHka unu Personal Identification Number (PIN)
e [a Hu nnaTuTe 3a Aa BY NOMOrHeme

e [a Hu NpaTuTe unu npedpnute napu 3a ga gobuete ncnnara

e [a KynuTe nogapok-kapTwu (gift cards) nnun sayyepu

e fa .knukHete“ Ha Bpcku (links) nnun ga otBopute gogartoum (attachments) Bo umejnun nnum
TeKCTyarH1 nopaku

e [a HW I'v gageTe BalUTe NNYHU NOAATOLM Ha coumjanHuTe Mpexn kako wTo ce Facebook nnm
Twitter

e [a HW gageTe npucrtan Ha BallnoT Komnijep nnn nNn4HM anapatu.

WcTo Taka, He paboTume co Apyrn KOMMNaHUK 3a Aa BU AagaT cneumjantn 3aenku.

LLiTto ga npaBuTe ako cTe 6une namameHu

Ako cTe 3arybune napv unu cte gane fiM4Hu nogartoum, Tpeba:
e [a 3anuLieTe LWTO Ce CryYnuno

e BejHawW ga ce jaBuTe Ha HawwoT Scams and Identity Theft Helpdesk Ha 1800 941 126. Peuete
HM ako BU Tpeba npeBeayBad 1 HMe Toa GecnnaTHO Ke ro opraHnsvpame.

e [pvjaBeTe ro MHUMAEHTOT Ha aHIMUCKN HA scamwatch.gov.au
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Kage pna ce nobujat noBeke nHcpopmaumm

e jaBeTe ce Ha 131 202 3a pa3roBOp CO HAC Ha BALUMOT ja3uK 3a UCNNaTUTE N yCryrnTe Ha
Centrelink

e jaBeTe ce Ha Translating and Interpreting Service (TIS National) Ha 131 450 3a pa3roBop co Hac
Ha BaLLMOT jasuk 3a ucnnatute n ycnyrute Ha Medicare n Child Support

e opeTe Ha servicesaustralia.gov.au/yourlanguage kage moxe ga uutarte, criywarte uim
rnegaTte MHAPOPMaLMKN Ha BaLLMOT ja3unk

e ofeTe Ha servicesaustralia.gov.au/scams 3a noseke MHPOPMaLUKN HA aHINIUCKK
e rioceTeTe LeHTap 3a ycnyru.

3abenellka: NoBMUMTE O4 BaWMOT goMalleH TenedoH Ha 6poeBu WTo NoyHyBaar co ,13“ buno
Kage Bo ABCTpanuja ce HannaTtyBaaT No oUKCHa LieHa. Taa ueHa Moxe Aa e pasnu4yHa of LeHaTa
Ha nokKarneH NoBKK 1 MOXe Aa € pas3nuyHa Kaj pasnuyHu TenedoHckn komnaHun. MNMoeuunute Ha
©OpoeBu WTO No4yHyBaar co ,1800“ og BawmoT gomalleH TenedoH ce becnnaTHu. BpemeTpaeheTo
Ha NOBULMTE Of jaBHN FOBOPHULIN 1 MOBUNHM TenedoHn MoxXe Aa buae MepeHo n HannaTeHo no
NMOBUCOKMN LIEHW.

OrpaayBake og 04roBOpHOCT

NHdopmaunnte WITO rv COApPXM OBaa nybnukaumja mMaat 3a Len ga nocnyXaT Kako ynaTtcTBo 3a
nucnnatu n ycnyri. Bawa oaroBopHOCT € fa ognyyuTe ganu cakate ga nobaparte Hekoja ucnnarta
UMajKkn rv npeasua BalnTe KOHKPETHU OKOMHOCTMW.


http://humanservices.gov.au/yourlanguage
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Beware of scams

Scammers often pretend to be from trusted organisations, like Services Australia.

They may trick you into giving away money or information in return for payments, services and
help.

If a scammer gets your information, they can:

access your bank account and transfer money from it

use your name to set up a phone plan and other contracts
steal your superannuation

access your email and social media accounts

pretend to be you.

If you lose money because of a scam, you may not get it back.

Information scammers want

Scammers may try to get your:

full name

date of birth

address

Medicare card details

Centrelink Customer Reference Number (CRN)
identity documents

myGov sign in details or linking codes

bank details

passwords.

How to protect yourself

To protect your information:

know how to identify a scam

be careful when someone unexpectedly contacts you, especially if they have an urgent deadline
never tell anyone your linking codes, passwords or answers to your secret questions

do not let others use or see your myGov, or other online accounts

use a password that is easy for you to remember, but hard for others to guess

protect your mobile device by locking it when you are not using it

secure your mail by having a lock on your letterbox and redirecting your mail if you move.
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How to tell if it is a scam

You can identify a scam by knowing what we do and what we do not do.

Things we do

We may send you an email or text message. Our messages will not include your name or contact
details, but may:

e ask you to book, or remind you about, an appointment

¢ tell you about your payments

e confirm when you have changed your details

¢ tell you if you have a new message in your myGov Inbox.
If you owe us money, we will send you a letter.

We may call you, but be careful if you are not expecting a phone call from us. You should ask for
the caller’'s name and contact details. If you do not think the caller is us, hang up and call back on
one of our payment lines.

Things we do not do

We will never ask you to:

o tell us your password or Personal Identification Number (PIN)

e pay us to help you

e send or transfer money to us to get a payment

¢ buy gift cards or vouchers

e click on links or open attachments in emails or text messages

e give us your personal details on social media, like Facebook or Twitter
e give us access to your computer or personal devices.

We also do not work with other companies to give you special deals.

What to do if you have been scammed

If you have lost money or given away personal information, you should:
e keep a record of what happened

o call our Scams and Identity Theft Helpdesk straight away on 1800 941 126. Let us know if you
need an interpreter and we will arrange one for free.

¢ report the incident in English at scamwatch.gov.au

Where to get more information

e call 131 202 to speak with us in your language about Centrelink payments and services

¢ call the Translating and Interpreting Service (TIS National) on 131 450 to speak with us in your
language about Medicare and Child Support payments and services
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e Qo to servicesaustralia.gov.au/yourlanguage where you can read, listen to or watch
information in your language

e Qo to servicesaustralia.gov.au/scams for more information in English
e Visit a service centre.

Note: calls from your home phone to ‘13’ numbers from anywhere in Australia are charged at a
fixed rate. That rate may vary from the price of a local call and may also vary between telephone
service providers. Calls to “1800' numbers from your home phone are free. Calls from public and
mobile phones may be timed and charged at a higher rate.

Disclaimer

The information contained in this publication is intended only as a guide to payments and services.
It's your responsibility to decide if you wish to apply for a payment and to make an application with
regard to your particular circumstances.


http://humanservices.gov.au/yourlanguage

