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1. [bookmark: _Toc480473208][bookmark: _Toc485115948]
Description of the Program Protocol
1.1 [bookmark: _Toc480810431][bookmark: _Toc485115949][bookmark: _Toc480455706][bookmark: _Toc480473209]Purpose
The purpose of the program protocol is to:
· [bookmark: _Toc480455707][bookmark: _Toc480473210]identify the matching agency and the source agency
· detail the direct relationship of the program to the performance of the lawful functions or activities of the matching agency
· set out the legal basis for any collection, use or disclosure of personal information involved in the program
· outline the objectives of the program, the procedures to be employed, the nature and frequency of the matching covered by the program and the justifications for it
· explain what methods, other than data-matching, were available and why they were rejected
· detail any cost/benefit analysis or other measures of effectiveness, which were taken into account in deciding to initiate the program
· outline the technical controls proposed to ensure data quality, integrity and security in the conduct of the program
· outline the nature of the action proposed to be taken in relation to the results of the program, including any letters to be used by the agency involved
· indicate what form of notice is to be given, or is intended to be given to individuals whose privacy is affected by the program, and
· specify any time limits on the conduct of the program.

1.2 [bookmark: _Toc485115950]Requirement for a Program Protocol
The Information Commissioner’s Guidelines on Data-matching in Australian Government Administration specify that a program protocol be prepared by agencies conducting certain data-matching programs. These guidelines are voluntary, but represent the Information Commissioner’s view of best practice. The Department of Human Services (DHS) complies with these guidelines.

1.3 [bookmark: _Toc480455708][bookmark: _Toc480473211][bookmark: _Toc485115951]Definition of Data-Matching
Data-matching is the comparison of two or more sets of data to identify similarities or discrepancies. In the context of this protocol, the term data-matching is used to denote the use of computer techniques to compare data found in two or more computer files to identify cases where there is a risk of incorrect payment.
DHS observes the Australian Privacy Principles (APP) as provided in Schedule 1 of the Privacy Act 1988 (Privacy Act). Individuals who consider that an agency has interfered with their privacy may complain to the Office of the Australian Information Commissioner.
2. [bookmark: _Toc480455709][bookmark: _Toc480473212][bookmark: _Toc485115952]
Description of the Program
2.1 [bookmark: _Toc480455710][bookmark: _Toc480473213][bookmark: _Toc485115953]Summary of the Program
DHS delivers a range of programs for payments and services on behalf of the Commonwealth. These payments and services are delivered in accordance with agreements with client agencies. 
To maintain the integrity of these payments and services, DHS undertakes compliance activities to ensure ongoing entitlement and eligibility.
In the 2011-12 Budget, the Australian Government announced the Fraud Prevention and Compliance – Improving Compliance with Income Reporting Budget Measure.
This measure involves the exchange of data between the Australian Taxation Office (ATO) and DHS to enable a comparison of information held by the ATO and the information that payment recipients have reported to DHS to identify potential non-compliance. Specifically, the measure seeks to identify those at risk of not declaring or incorrectly their investments or investment returns.  
Annual Investment Income Report (AIIR) reviews commenced in January 2012 and currently target income support recipients with two investment types: 
interest bearing accounts, and or 
term deposits.

2.2 [bookmark: _Toc480455711][bookmark: _Toc480473214][bookmark: _Toc485115954]Objectives
The objectives of this matching program are to:
ensure that income support payments are only made to those individuals who are entitled to receive them
detect and address non-compliance, and
provide net savings by detecting overpayments and recovering debt.

3. [bookmark: _Toc480810438][bookmark: _Toc480455712][bookmark: _Toc480473215][bookmark: _Toc485115955]Agencies Involved
3.1 [bookmark: _Toc480455713][bookmark: _Toc480473216][bookmark: _Toc485115956]Source Agency
The source agencies that supply data for the purposes of this program are:
· DHS
· ATO

3.2 [bookmark: _Toc480455714][bookmark: _Toc480473217][bookmark: _Toc485115957]Matching Agency
The key matching agency involved in this program is the ATO. The department provides payment recipient files to the ATO for identity matching. The ATO provides an AIIR file to the department twice a year.

3.3 [bookmark: _Toc485115958]Primary User Agency
DHS is the agency that makes the most substantial use of the program’s results. It receives the matched data from the ATO to identify potential non-compliance. 
4. [bookmark: _Toc480455716][bookmark: _Toc480473219][bookmark: _Toc485115959]Data Issues
4.1 [bookmark: _Toc485115960]Data Quality
Poor quality data is of limited value in data matching. DHS verifies the integrity of the data received from the ATO for such things as correct format and ensures data is present in all mandatory fields. 
Data quality mechanisms include:
The ATO only return high confidence match results to DHS.
DHS seek validation from the recipient of any investment income reported that may impact welfare eligibility.
Where recipients provide updated or corrected information, DHS takes this into account when determining the type and need for administrative action.
DHS’ experience in matching the same data with the same matching criteria shows an extremely low number of instances of incorrect matching. Despite this, DHS has a well-established process to deal with these instances to reduce or eliminate potential privacy impacts.

4.2 [bookmark: _Toc480455718][bookmark: _Toc480473221][bookmark: _Toc485115961]Data Integrity
DHS maintains a high level of data integrity. Measures taken to maintain integrity levels include designing systems that will not accept records that are incomplete, and identifying and correcting records that have data items that are inadequate or corrupt.

4.3 [bookmark: _Toc480455719][bookmark: _Toc480473222][bookmark: _Toc485115962]Data Security
[bookmark: _Toc480455720][bookmark: _Toc480473223]The ATO and DHS exchange data using the dedicated mainframe to mainframe Optus Evolve link. This mechanism provides secure and trusted communications across government jurisdictions. 
The ATO data received by DHS is held in secure Teradata and SAP HANA environments. These are core systems that employ strict security controls. Only DHS employees with a business need to access data are able to view the ATO data provided under this program.
DHS staff are subject to existing security controls and confidentiality provisions of the Social Security (Administration) Act 1999. Access to DHS’ computer centres is strictly controlled and entry properly authorised. The department’s security system provides protection and control of dataset access, system entry and program integrity. Security features include log on identification codes, passwords and security groupings to ensure that access to information is on a needs only basis.
The ATO is responsible for its own security with respect to its staff and access to the data provided by the department. The ATO is subject to existing security controls and subject to the Privacy Act 1988, Crimes Act 1914 and the Public Service Act 1999. Access to the ATO’s computer systems is limited and is subject to requests for system access which include reminders about privacy and security obligations. Security features include logon identification codes and passwords. All access to systems is monitored and logged.
Existing security arrangements in the department automatically log user access to data files.
 
5. [bookmark: _Toc485115963]The Matching Process
The identity data matching of the two information sources is initially conducted by the ATO. The output of this matching is provided to DHS as ‘matched’ records. 
DHS use these matched records to identify recipients, who may have income that has not been correctly declared to DHS. 
DHS performs an additional identity match of all ‘matched’ ATO AIIR records with DHS records, by comparing various elements and/or combinations of the following fields:
Gender
Surname
First Name
Other Given Name
Year of Birth
Month of Birth
Day of Birth
Address Line 1
Address Line 2
Locality
Post Code
State Code
To uphold an individual’s right to privacy, the resulting matches are only those where ATO records have the same identity details as DHS recipients. In addition to this, DHS only exchanges information for recipients who: 
have received a payment within the relevant financial year
are partnered to a recipient, or
have an outstanding debt.
[bookmark: _Toc370471027][bookmark: _Toc480455721][bookmark: _Toc480473224]The ATO then provide the AIIR investment interest information only for these specific matched records. A technical standards report can be found at Appendix A.

6. [bookmark: _Toc485115964]Action Resulting from the Program
Following the provision of matched records from the ATO to DHS, DHS applies compliance risk rules whereupon a recipient may be asked via letter for a response to explain any discrepancy.
Where a recipient disagrees with the information presented, they are provided an opportunity to adjust the information and provide supporting evidence. DHS takes this information into account when determining administrative action.
Where a recipient does not provide a response within the specified timeframe, DHS makes the determination of appropriate administrative action based on the information provided by the ATO.
Where DHS has determined that administrative action is necessary to recover an amount paid to a recipient on the basis of incorrect information, the recipient is able to request an internal review of this decision. There is no time limit applicable to a recipient’s right to internal review. While a review is being conducted, debt repayments can be paused.
If not satisfied with the outcome of an internal review, a recipient can also seek independent review by applying to the Administrative Appeals Tribunal (AAT).

7. [bookmark: _Toc480455722][bookmark: _Toc480473225][bookmark: _Toc485115965]Time Limits Applying to the Program
[bookmark: _Toc480455724][bookmark: _Toc480473226]The matching of the ATO AIIR data is conducted bi-annually. 
DHS does not create a permanent register or database on matched or non-matched selections as part of this protocol.
All external data received from the ATO that is no longer required is destroyed in line with Guideline 7 of the Guidelines on Data-matching in Australian Government Administration.

8. [bookmark: _Toc485115966]Reasons for Conducting the Program
8.1 [bookmark: _Toc480455725][bookmark: _Toc480473227][bookmark: _Toc485115967]Relationship with the Agencies Lawful Functions
The program is related to DHS’ lawful function of limiting payments to those eligible under relevant legislation. The Social Security Act 1991 and the Social Security (Administration) Act 1999 provide eligibility criteria that must be met to enable payments to be made. These requirements are given to payment recipients through written advice authorised under different sections of these Acts for different payment types.

8.2 [bookmark: _Toc485115968]Social Considerations
Welfare is often topical and of interest to the media and the general public. There are some key social issues associated with the measure:
· That only persons entitled to receive payments from the department do so and receive correct entitlements.
· The desire of taxpayers for the income support system to ensure integrity in its payments and services.
· The protection of an individual’s right to privacy.
In particular, there is strong support in the community for an income support system that directs available funds only to those who are eligible for assistance. The program helps to achieve this in two ways:
· through strengthening controls in the department’s payment systems, it reduces government outlays from the department’s programs, and
· the existence of effective controls in payment systems soon become evident to the community and rapidly increases voluntary compliance.
Suitable safeguards against unreasonable intrusion into the privacy of individuals are built into the data-matching arrangements. Matching is conducted in accordance with the Guidelines on Data-matching in Australian Government Administration. 

9. [bookmark: _Toc480455727][bookmark: _Toc480473229][bookmark: _Toc485115969]Legal Authority
9.1 [bookmark: _Toc480455728][bookmark: _Toc480473230][bookmark: _Toc485115970]DHS
The disclosure of information to the ATO is authorised by the social security law, as is the collection of matched information returned by the ATO. This is because it is necessary for the proper administration of payments and services under the social security law. Specifically subsection 202(2)(d) of the Social Security (Administration) Act 1999 authorises DHS’ involvement in the data matching as it is necessary for the purposes of the social security law.
APP 6 does not limit the disclosure of personal information by an agency where that disclosure is required or authorised by or under law. As the information involved in this data matching program is obtained by the department under sections 192 and 195 of the Social Security (Administration) Act 1999, APP 6 does not limit its disclosure to the department. 

9.2 [bookmark: _Toc485115971]ATO
The Taxation Administration Act 1953 authorises the ATO to disclose information to DHS where the disclosure is for the purpose of administering the social security law.

10. [bookmark: _Toc480455730][bookmark: _Toc480810456][bookmark: _Toc480473232][bookmark: _Toc485115972][bookmark: _Toc480455732][bookmark: _Toc480473234]Disclosure of Information Provisions
The ATO only releases sufficient information to the department to allow it to determine whether there is a discrepancy between the information reported by the recipient to the department and the investment information reported to the ATO and whether administrative action needs to be considered.

11. [bookmark: _Toc485115973]Alternative Methods
[bookmark: _Toc480455734][bookmark: _Toc480473236]There are other data-matching programs used by DHS to detect recipients who have failed to declare, or failed to correctly declare, investments or investment returns:
ATO Trust Beneficiary — this data-matching commenced in January 2001. It identifies income support recipients who have not disclosed their involvement in a discretionary and or hybrid trust to DHS. DHS provides the ATO with a file for a particular financial year. The ATO then matches this file with Trust Tax Return records and returns a file to DHS twice a year. On receipt of these files DHS compares the information with the trust details on the recipient’s DHS record. If the trust has not been declared to DHS, the recipient selected for review.
ATO/ASIC Companies — this data-matching commenced in April 2000. It detects income support recipients who have not disclosed their involvement in a company, while in receipt of payments. DHS provides the ATO with a file for a particular financial year. The ATO then matches this file with company tax records and returns a file to DHS. The Australian Securities and Investments Commission (ASIC) provide DHS with director and shareholder data. DHS compares the ASIC and ATO information with the company details on the recipient’s record. If an involvement in a company has not been declared the recipient is selected for review.
ATO Investment Property — this data-matching commenced in August 2000. It detects income support recipients who may not be declaring ownership of investment property assets. DHS provides the ATO with a file for a particular financial year. The ATO then matches this file with investment tax return records and returns a file to DHS twice a year. On receipt of these files DHS compares the information with the investment property details on the recipient's DHS record. If the property has not been declared to DHS, the recipient is selected for review.
Comsuper — this data-matching commenced in July 1999. It detects income support recipients who may not be declaring their Commonwealth superannuation correctly to DHS. The Commonwealth Superannuation Corporation (CSC) provide DHS with a file of all CSC recipients. DHS uses this data to update the CPI payment increases on a recipient’s record. Recipients who did not declare or incorrectly declared their superannuation, are selected for review.
Land Titles Office (LTO) — this data-matching commenced in December 2007 and detects income support recipients who have not declared property assets, other than their own home. DHS collects land title office data from the state and territory offices on an ad hoc basis. The LTO data is then matched with the property details on a recipient’s DHS record. If the property has not been declared to DHS, the recipient is selected for review.
The program of matching AIIR records from the ATO seeks to complement these programs by detecting recipients who may not have been identified by the above-mentioned methods, or who may have incorrectly or under-declared income or assets during their entitlement, therefore identifying recipients at risk of incorrect payment.

12. [bookmark: _Toc485115974]Prior Data Match Programs
Between October 2009 and October 2011, the department conducted data-matching with the Commonwealth Bank of Australia, under the Financial Institution Matching measure. This measure was an expansion of the Refresh Savings Initiative in the 2008 Federal Budget. This matching detected income support recipients identified as at risk of being incorrectly paid due to undeclared or under-declared savings and investment details. This matching ceased with the introduction of the AIIR data matching in January 2012.

13. [bookmark: _Toc485115975]Costs and Benefits
[bookmark: _Toc480455735][bookmark: _Toc480473237]As announced in the 2011-12 Budget, the Fraud Prevention and Compliance – Improving Compliance with Income reporting measure was expected to return net savings of over $53 million over 4 years. The measure achieved savings of over $103 million. During 2015-16, this measure achieved savings of $20.3 million with the completion of 18,887 AIIR reviews.

[bookmark: _Toc485115976]Appendix A – Technical Standards report
[bookmark: _Toc484602699][bookmark: _Toc485115977]Description of Data
Data from DHS to ATO
The following data items to be provided to the ATO by DHS for identity matching purposes:
Customer Reference Number
Gender
Name
Date of Birth
Address

Table 1 – Centrelink Identity File
	Data item
	Description

	REF-NUMBER
	Customer Reference Number

	GENDER
	Gender

	SRNM
	Surname

	1ST-NM
	First Name

	OTHR-GVN-NM
	Other Given Name

	BRTH-YR
	Year of Birth

	BRTH-MTH
	Month of Birth

	BRTH-DAY
	Day of Birth

	ADDR-LN-1
	Address Line 1

	ADDR-LN-2
	Address Line 2

	LCLTY-NM
	Locality

	POST-CD
	Post Code

	STATE-CD
	State Code



Data from ATO to DHS
The ATO provide two files to DHS:
Extract 1 - early lodgers of ITR data to ATO.
Extract 2 - late lodgers of ITR data to ATO.
Table 2 – Investment body identity and account details:
	Field Name
	Description

	IB-REG-NM
	Investment Body Registered Name

	IB-ABN
	Investment Body ABN

	IB-TRDG-NM
	Investment Body Trading Name

	IB-ADDR
	Investment Body Address

	IB-LCLTY
	Investment Body Locality

	IB-PC
	Investment Body Post Code

	IB-CNTRY
	Investment Body Country

	IA-BSB
	BSB Number

	IA-LOCN
	Branch Location

	IA-ACNT-REF-NUM
	Account Reference Number

	IA-INVMT-REF-NUM
	Investment Reference Number

	IA-NM
	Account Name

	IA-CNT
	Number of Investors

	IA-I-E-NM
	Interposed Entity Name

	IA-I-E-TFN-ABN
	Interposed Entity ABN

	IA-INVMT-TYP
	Investment Type

	IA-PMT-DT
	Date of Payment

	IA-INVMT-TERM-NUM
	Term of Investment

	IA-INTST-AMT
	Interest

	IA-U-DIV-AMT
	Unfranked Dividends

	IA-FRNKD-DIV-AMT
	Franked Dividends

	IA-IMPUTN-CR-AMT
	Imputation Credit

	IA-T-AUSN-CG-AMT
	Taxable Australian Capital Gain Component of UTD

	IA-T-O-A-INCM-AMT
	Taxable Other Australian Income Amount

	IA-T-FORGN-CG-AMT
	Taxable Foreign Capital Gain Component of UTD

	IA-T-O-F-INCM-AMT
	Taxable Foreign Income Component of UTD

	IA-ORGNL-DPST-DT
	Farm Mment Deposit: Date of Original Deposit

	IA-DPST-AMT
	Farm Mment Deposit: Amount of Deposit

	IA-DPST-DT
	Farm Mment Deposit: Date of Deposit

	IA-TOTL-RPMT-AMT
	Farm Mment Deposit: Total Amount of Repayment

	IA-TFR-IN-AMT
	Farm Mment Deposit: Amount of Transfer In

	IA-TFR-IN-DT
	Farm Mment Deposit: Date of Transfer In

	IA-TFR-OUT-AMT
	Farm Mment Deposit: Amount of Transfer Out

	IA-TFR-OUT-DT
	Farm Mment Deposit: Date of Transfer Out

	IA-U-DIV-NCFI-AMT
	Unfranked Dividends – not conduit foreign income

	IA-U-DIV-CFI-AMT
	Unfranked Dividends – conduit foreign income



Table 3 – Investor details:
	Field Name
	Description

	I-EXT-REF-NUM
	External Reference Number (may be blank)

	I-SRNM
	Investor Surname

	I-FRST-NM
	Investor First Name

	I-SCND-NM
	Investor Second Name

	I-NI-NM
	Investor Non Individual Name

	I-DOB
	Investor Date of Birth in format ccyymmdd

	I-SEX-CD
	Investor Sex

	I-ENT-TYP
	Investor Entity Type

	I-ABN
	Investor ABN (may be zero)

	I-TFN
	Investor TFN

	I-ADDR-LN-1
	Investor Address Line 1

	I-ADDR-LN-2
	Investor Address Line 2

	I-LCLTY-NM
	Investor Locality

	I-PC
	Investor Post Code 

	I-CNTRY-NM
	Investor Country 

	I-NR-CNTRY-CD
	Investor Non resident Country Code

	I-TFN-MTCH-QLTY-CD
	Investor TFN Match Quality Code

	I-TFN-RESLN-STS-CD
	Investor TFN Match Resolution Status Code

	I-ABN-MTCH-QLTY-CD
	Investor ABN Match Quality Code

	I-ABN-RESLN-STS-CD
	Investor ABN Match Resolution Status Code

	I-COMP-TFN
	'COM' if COM else blank

	I-TFN QTD-TFN
	"Y" If R13_EDTD_RPRTD_TFN = R13_TFN. else "N" 


Table 4 – Header Record:
	Field Name
	Description

	RECORD-LENGTH
	= 1376

	RECORD-TYPE
	Indicates this record is the header record, ‘HEADER’.

	DATE-OF-EXTRACT
	Date extract file created.  Format ccyymmdd.

	EXTRACT-NM
	Describes the extract, ‘ATO AIIR CUSTOMER EXTRACT’.

	INCM-YR
	Financial year for which the data was extracted – will be the same as the financial year in the TFN Link File dataset name.

	Filler
	Filler



Table 5 – Detail Record:
	Field Name
	Description

	RECORD-LENGTH
	= 1376

	RECORD-TYPE
	Indicates this record is the detail record, ‘DETAIL’

	EXT-REF-NUM
	External Reference Number (i.e. for DHS this is the CRN)

	I-ABN
	Investor ABN

	FILLER
	Spaces

	I-ENT-TYP
	Investor Entity Type

	I-NI-NM
	Investor Non Individual Name

	I-SRNM
	Investor Surname

	I-FRST-NM
	Investor First Name

	I-SCND-NM
	Investor Second Name

	I-DOB
	Investor Date of Birth in format ccyymmdd

	I-ADDR-LN-1
	Investor Address Line 1

	I-ADDR-LN-2
	Investor Address Line 2

	I-LCLTY-NM
	Investor Locality

	I-PC
	Investor Post Code 

	I-CNTRY-NM
	Investor Country 

	I-NR-CNTRY-CD
	Investor Non resident Country Code

	I-SEX-CD
	Investor Sex

	FILLER
	Spaces

	IB-REG-NM
	Investment Body Registered Name

	IB-ABN
	Investment Body ABN

	IB-TRDG-NM
	Investment Body Trading Name

	IB-ADDR
	Investment Body Address

	IB-LCLTY
	Investment Body Locality

	IB-PC
	Investment Body Post Code

	IB-CNTRY
	Investment Body Country

	IA-BSB
	BSB Number

	IA-LOCN
	Branch Location

	IA-ACNT-REF-NUM
	Account Reference Number

	IA-INVMT-REF-NUM
	Investment Reference Number

	IA-NM
	Account Name

	IA-CNT
	Number of Investors

	IA-I-E-NM
	Interposed Entity Name

	IA-I-E-TFN-ABN
	(Values >10000000000 only)
Interposed Entity ABN

	*IA-INVMT-TYP
	Investment Type

	IA-PMT-DT
	Date of Payment

	IA-INVMT-TERM-NUM
	Term of Investment

	IA-INTST-AMT
	Interest

	IA-U-DIV-AMT
	Unfranked Dividends

	IA-FRNKD-DIV-AMT
	Franked Dividends

	IA-IMPUTN-CR-AMT
	Imputation Credit

	IA-T-AUSN-CG-AMT
	Taxable Australian Capital Gain Component of UTD

	IA-T-O-A-INCM-AMT
	Taxable Other Australian Income Amount

	IA-T-FORGN-CG-AMT
	Taxable Foreign Capital Gain Component of UTD

	IA-T-O-F-INCM-AMT
	Taxable Foreign Income Component of UTD

	IA-ORGNL-DPST-DT
	Farm Mment Deposit: Date of Original Deposit

	IA-DPST-AMT
	Farm Mment Deposit: Amount of Deposit

	IA-DPST-DT
	Farm Mment Deposit: Date of Deposit

	IA-TOTL-RPMT-AMT
	Farm Mment Deposit: Deposit: Total Amount of Repayment

	IA-TFR-IN-AMT
	Farm Mment Deposit: Amount of Transfer In

	IA-TFR-IN-DT
	Farm Mment Deposit: Date of Transfer In

	IA-TFR-OUT-AMT
	Farm Mment Deposit: Amount of Transfer Out

	IA-TFR-OUT-DT
	Farm Mment Deposit: Date of Transfer Out

	I-C-T-RESLN-STS-CD
	Investor CRN-TFN Match Resolution Status Code

	I-TFN-MTCH-QLTY-CD
	Investor Account-TFN Match Quality Code

	I-TFN-RESLN-STS-CD
	Investor Account-TFN Match Resolution Status Code

	I-ABN-MTCH-QLTY-CD
	Investor Account-ABN Match Quality Code

	I-ABN-RESLN-STS-CD
	Investor Account-ABN Match Resolution Status Code

	IA-U-DIV-NCFI-AMT
	Unfranked Dividends – not conduit foreign income

	IA-U-DIV-CFI-AMT
	Unfranked Dividends – conduit foreign income

	I-COMP-TFN
	'COM' if COM else blank

	I-TFN QTD-TFN
	"Y" If investor TFN was reported to ATO else "N" 


Table 6 – Footer Record:
	Field Name
	Description

	RECORD-LENGTH
	= 1376

	RECORD-TYPE
	= ‘FILE-TOTAL’

	CNT-RECS
	Count of records in this file (including header, detail and file-total records).  

	CNT-RECS
	Count of records in this file (detail only).  

	Filler
	Spaces



[bookmark: _Toc484602701][bookmark: _Toc485115978]Matching Techniques
[bookmark: _Toc484602702]Identity Matching 
[bookmark: _Toc484602703]The identity data-matching of the two information sources is conducted by the ATO. The output of this matching is provided to DHS as ‘matched’ records. DHS target recipients where there is a discrepancy between investments declared to the ATO and investments declared to DHS. 
This could be: 
recipient and spouse
spouse but not recipient
recipient but not spouse.
How DHS detect the discrepancy depends on the information gathered. DHS may have to use different business rules to obtain an accurate and valid result.

Income Matching 
Information is extracted from the DHS Enterprise Data Warehouse for both current and the target financial years including:
demographic data as required 
payment type
partner relationship history
homeowner status
disclosed total investments
disclosed income
disclosed assets
disclosed deemed income
date investments last updated.
Business rules are applied to this data to check if there is a difference in the income reported to DHS compared to the income reported by financial institutions to the ATO.
Where a recipient or spouse is identified as having a difference, the selected case will then be loaded into DHS core systems for compliance action. 

[bookmark: _Toc484602704][bookmark: _Toc485115979]Risks
[bookmark: _Toc484602705]Incorrect identity matches 
The ATO uses sophisticated identity matching techniques to ensure they identify the correct taxpayer from data provided by DHS. This technique uses multiple details to obtain an identity match. For example, where a Customer Reference Number (CRN), name, address and date of birth are available all items are used in the identity matching process. 
Very high confidence matches will occur where all fields are matched to a taxpayer in ATO systems. Additional manual processes may be undertaken where high confidence identity matches do not occur.

[bookmark: _Toc484602706]Data quality controls and audit
When compliance action is proposed, additional checks will take place to ensure the correct DHS recipient or spouse has been identified. DHS recipients will be provided with the opportunity to verify the accuracy of the information before any compliance action is taken.

[bookmark: _Toc484602707]Security and confidentiality
All DHS computer systems are strictly controlled with features including:
system access controls and security groupings
login identification codes and password protection
full audit trails of data files and system accesses.
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